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Abstract

Conditional independence (CI) tests are widely
used in statistical data analysis, e.g., they are
the building block of many algorithms for causal
graph discovery. The goal of a CI test is to accept
or reject the null hypothesis that X ⊥⊥ Y | Z,
where X ∈ R, Y ∈ R, Z ∈ Rd. In this work,
we investigate conditional independence testing
under the constraint of differential privacy. We de-
sign two private CI testing procedures: one based
on the generalized covariance measure of Shah
and Peters (2020) and another based on the condi-
tional randomization test of Candès et al. (2016)
(under the model-X assumption). We provide
theoretical guarantees on the performance of our
tests and validate them empirically. These are
the first private CI tests with rigorous theoretical
guarantees that work for the general case when Z
is continuous.

1 INTRODUCTION

Conditional independence (CI) tests are a powerful tool
in statistical data analysis, e.g., they are building blocks
for graphical models, causal inference, and causal graph
discovery [9, 20, 26]. These analyses are frequently per-
formed on sensitive data, such as clinical datasets and demo-
graphic datasets, where concerns for privacy are foremost.
For example, in clinical trials, CI tests are used to answer
fundamental questions such as “After accounting for (condi-
tioning on) a set of patient covariates Z (e.g., age or gender),
does a treatment X lead to better patient outcomes Y ?”.
Formally, given three random variables (X,Y, Z) where
X ∈ R, Y ∈ R, and Z ∈ Rd, denote the conditional in-
dependence of X and Y given Z by X ⊥⊥ Y | Z. Our
problem is that of testing

H0 (null) : X ⊥⊥ Y | Z vs. H1 (alternate) : X��⊥⊥Y | Z
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given data drawn i.i.d. from a joint distribution of (X,Y, Z).
CI testing is a much harder problem than (unconditional)
independence testing, where the variable Z is omitted. In-
deed, Shah and Peters [30] showed that CI testing is a sta-
tistically impossible task for continuous random variables.1

Thus, techniques for independence testing do not extend to
the CI testing problem.

When the underlying data is sensitive and confidential, pub-
lishing statistics (such as the value of a CI independence
test statistic or the corresponding p-value) can leak private
information about individuals in the data. For instance,
Genome-Wide Association Studies (GWAS) involve find-
ing (causal) relations between Single Nucleotide Polymor-
phisms (SNPs) and diseases. CI tests are building blocks
for establishing these relations, and the existence of a link
between a specific SNP and a rare disease may indicate the
presence of a minority patient. Differential privacy [13] is a
widely studied and deployed formal privacy guarantee for
data analysis. The output distributions of a differentially
private algorithm must look nearly indistinguishable for any
two input datasets that differ only in the data of a single
individual. In this work, we design the first differentially
private (DP) CI tests that can handle continuous variables.

Our Contributions. We design two private CI tests, each
based on a different set of assumptions about the data-
generating distribution. We provide the first private CI test
with rigorous type-I error and power guarantees. Given
the aforementioned impossibility results for non-private CI
testing, to obtain a CI test with meaningful theoretical guar-
antees, some assumptions are necessary; in particular we
must restrict the space of possible null distributions. In de-
signing our private tests, we start with non-private CI tests
that provide rigorous guarantees on type-I error control.

Our first test (Section 2) is a private version of the general-
ized covariance measure (GCM) by Shah and Peters [30].
The type-I error guarantees of the GCM rely on the fairly
weak assumption that the conditional means E[X | Z] and
E[Y | Z] can be estimated sufficiently well given the dataset
size. The test statistic of the GCM is a normalized sum of

1Any test that uniformly controls the type-I error (false positive
rate) for all absolutely continuous triplets (X,Y, Z) such that
X ⊥⊥ Y | Z, even asymptotically, does not have nontrivial power
against any alternative.
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the product of the residuals of (nonlinearly) regressing X on
Z and Y on Z. This test statistic has unbounded sensitivity,
thus a more careful way of adding and analyzing the impact
of the privacy noise is needed. Our private GCM test adds
appropriately scaled, zero-mean noise to the residual prod-
ucts, and calculates the same statistic on the noisy residual
products. We show that even with the added noise, the GCM
score converges asymptotically to a standard Gaussian dis-
tribution under the null hypothesis. The magnitude of the
noise added to the residuals is constant (it does not vanish
with increasing sample size n), thus apriori it is surprising
that convergence results can be obtained in the presence of
such noise. We do so by bounding how the added noise
interacts with the noise from the estimation of the residuals.
While our asymptotics justify the threshold for rejecting the
null, our private GCM test controls type-I error very well
at small finite n, as we demonstrate empirically (because
the central limit theorem kicks in rather quickly). Recall
that finite sample guarantees on type-I error and power are
impossible even for non-private CI testing [30].

The private GCM is the first private CI test with rigorous
power guarantees. It achieves the same power as the non-
private GCM test with a O(1/ε2)-inflation of the dataset
size. In addition, while private extensions of non-private hy-
pothesis tests often suffer from introducing excessive type-I
error (see the Related Work), the private GCM exhibits the
opposite behavior: it can maintain type-I error control even
when the non-private GCM test fails to do so. This occurs
in scenarios where the regression methods used to estimate
the conditional means either underfit or overfit.

Our second test (Section 3) relies on the model-X assump-
tion that the conditional distribution of X | Z is known or
can be well-approximated. Recently introduced by Candès
et al. [6], this assumption is useful in settings where one has
access to abundant unlabeled data, such as in GWAS, but
labeled data are scarce. The model-X assumption is also sat-
isfied in experimental settings where a randomization mech-
anism is known or designed by the experimenter. CI tests
utilizing this assumption provide exact, non-asymptotic,
type-I error control [6, 3], thus bypassing the hardness re-
sult of Shah and Peters [30]. While this assumption has
spurred a lot of recent research in (non-private) CI testing,
there are no prior private tests in the literature that are de-
signed to work under this assumption. In this work, we
focus on the conditional randomization test (CRT) [6]. We
design a private CRT and provide theoretical guarantees on
the accuracy of its p-value. We adopt a popular framework
for obtaining DP algorithms, known as Report Noisy Max
(or the exponential mechanism), which requires defining
a problem-specific score function of low sensitivity. To
obtain good utility, our score function exploits the specific
distribution of intermediate statistics calculated by the CRT.
This score function is novel and can be used for solving a
more general problem: given a set of queries on a dataset,

estimate privately the rank of a particular query amongst the
rest of the queries.

We present a detailed empirical evaluation of the proposed
tests, justifying their practicality across a wide range of
settings. Our experiments confirm that our private CI tests
provide the critical type-I error control, and can in fact do
so more reliably than their non-private counterparts. As
expected, our private tests achieve lower power due to the
noise injected for privacy, which can be compensated for
with a larger dataset size.

1.1 Related Work

Private Conditional Independence Testing. Wang et al.
[37] is the only work, prior to ours, to explicitly study private
CI testing, motivated by an application to causal discovery.
Their tests (obtained from Kendall’s τ and Spearman’s ρ
score) are designed for categorical Z. While these tests
could be adapted to work for continuous Z via clustering,
in practice this method does not seem to control type-I error,
as we show in Fig. 1. The problem worsens with higher-
dimensional Z. Our techniques also differ from those of
Wang et al. [37], who obtain their tests by bounding the
sensitivity of non-private CI scores and adding appropriately
scaled noise to the true value of the score. They state two
open problems: obtaining private CI tests for continuous
Z and obtaining private tests from scores of unbounded
sensitivity (as is the case with the GCM score). We solve
both open problems, and manage to privatize the GCM
score by instead adding noise to an intermediate statistic,
the residuals of fitting X to Z and Y to Z.

Another line of work [31, 18, 27] has utilized the “subsam-
ple and aggregate” framework of differential privacy [25] to
obtain private versions of existing hypothesis tests in a black-
box fashion. In this approach, the dataset is partitioned into
k smaller datasets; the non-private hypothesis test is eval-
uated on the smaller datasets; and finally, the results are
privately aggregated. Based on this method, Kazan et al.
[18] propose a test-of-tests (ToT) framework to construct
a private version of any known (non-private) hypothesis
test. However, they show guarantees on the power of their
test based on finite-sample guarantees of the power of the
non-private hypothesis test. Since finite-sample guarantees
are impossible for CI testing, their method gives no power
guarantees for CI testing, and thus cannot be reliably used in
practice. In addition, in Fig. 1 we compare the type-I error
control of our tests with the ToT framework and show that
it can fail to control type-I error.

Smith [31] analyzed the asymptotic properties of subsample-
and-aggregate and showed that for a large family of statistics,
one can obtain a corresponding DP statistic with the same
asymptotic distribution as the original statistic. In particular,
the result of Smith [31] can be applied to obtain a DP version
of the GCM statistic. However, compared to our results
on the private GCM, (a) only a weaker notion of privacy,
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known as approximate DP, would be guaranteed, and (b)
an additional condition on the data-generating distribution
would have to be introduced, to guarantee a bounded third
moment of the GCM statistic. Finally, the test of Peña and
Barrientos [27] only outputs a binary accept/reject decision
and not a p-value as our tests provide, and was empirically
outperformed by the test of Kazan et al. [18].

Private (non-conditional) Independence Testing. A line
of work on private independence testing has focused on pri-
vatizing the chi-squared statistic [36, 17, 34, 41, 38, 16, 28].
These tests operate with categorical X and Y . Earlier works
obtained private hypothesis tests by adding noise to the his-
togram of the data [17], but it was later pointed out that this
approach does not provide reliable type-I error control at
small sample sizes [14]. Consequent works used numerical
approaches to obtain the distribution of the noisy statistic
and calculate p-values with that distribution [34, 41, 38, 16],
whereas Rogers and Kifer [28] obtain new statistics for chi-
squared tests whose distribution after the privacy noise can
be derived analytically. In this light, one important feature
of our private GCM test is that its type-I error control can be
more reliable than for the non-private GCM, even at small
n, as our experiments demonstrate. For continuous X and
Y , Kusner et al. [21] obtained DP versions of several depen-
dence scores (Kendall’s τ , Spearman’s ρ, HSIC), however,
they do not provide type-I error or power guarantees. In
follow-up work, Kim and Schrab [19] obtained private ver-
sions of permutation tests, that were applied to kernel-based
independence tests, such as HSIC. Note that CI testing is a
much harder task than independence testing, and techniques
for the latter do not necessarily translate to CI testing. Our
work is part of the broader literature on private hypothesis
testing [2, 5, 33, 8, 39, 1, 4, 10, 35].

1.2 Preliminaries

Notation. If (VP,n)n∈N,P∈P is a family of sequences
of random variables whose distributions are determined
by P ∈ P , we say VP,n = oP(1) if for all
δ > 0, supP∈P PrP [|VP,n| > δ] → 0. Similarly,
VP,n = OP(1) if for all δ > 0, ∃M > 0 such that
supn∈N supP∈P PrP [|VP,n| > M ] < δ.

The notion of neighboring datasets is central to differential
privacy. In this work, we consider datasets D = (X,Y,Z)
of n datapoints {(xi, yi, zi)}ni=1, drawn i.i.d. from a joint
distribution P on some domainX×Y×Z . LetD denote the
universe of datasets. A dataset D′ ∈ D is a neighbor of D if
it can be obtained from D by replacing at most one datapoint
(xi, yi, zi) ∈ D with an arbitrary entry (x′

i, y
′
i, z

′
i) ∈ X ×

Y × Z , for some i ∈ [n].

Definition 1.1 ([13]). A randomized algorithm Alg is ε-
DP if for all neighboring datasets D,D′ and all events R
in the output space of Alg, it holds Pr[Alg(D) ∈ R] ≤
exp(ε) · Pr[Alg(D′) ∈ R], where the probability is over
the randomness of the algorithm.

Additional background on hypothesis testing (including stan-
dard definitions of p-value, type-I error, uniform asymptotic
level, power, etc.) and differential privacy is provided in Ap-
pendices A.2 and A.3. In our algorithms and experiments,
we use kernel ridge regression (KRR) as a procedure for
regressing X and Y on Z, and rely on the following result
by Kusner et al. [21] about the sensitivity of its residuals.2

Theorem 1.2 (Restated Theorem 5 of Kusner et al. [21]).
Let (U,V) be a dataset of n datapoints (ui, vi), i ∈ [n]
from the domain U × V ⊂ R× Rd. Suppose that |U| ≤ 1.
Given a Hilbert space H, let w be the vector that mini-
mizes the kernel ridge regression objective (λ/2)∥w∥2H +
(1/n)

∑n
i=1(ui −w⊤ϕ(vi))

2, for kernel ϕ : Rd → H with
∥ϕ(v)∥H ≤ 1 for all v ∈ V . Define w′ analogously
for a neighboring dataset (U′,V′) that is obtained by re-
placing one datapoint in (U,V). Then ∥w∥H ≤

√
2/λ

and for all v ∈ V it holds: |w⊤ϕ(v) − w′⊤ϕ(v)| ≤
8
√
2/(λ3/2n) + 8/(λn).

2 PRIVATE GCM TEST

Here, we present our private Generalized Covariance Mea-
sure (GCM) test. Missing proofs are in Appendix B.

GCM Test. We first describe the non-private GCM test
of Shah and Peters [30]. Given a joint distribution P of the
random variables (X,Y, Z), we can always write:

X = fP (Z) + χP , Y = gP (Z) + ξP ,

where fP (z) = EP [X|Z = z], gP (z) = EP [Y |Z = z],
χP = X − fP (z), and ξP = Y − gP (z).

Let D = (X,Y,Z) be a dataset of n i.i.d. samples from
P . Let f̂ and ĝ be approximations to the conditional expec-
tations fP and gP , obtained by fitting X to Z and Y to Z,
respectively. We consider the products of the residuals from
the fitting procedure:

Ri = ((xi − f̂(zi))(yi − ĝ(zi)) for i ∈ [n]. (1)

The GCM test statistic T is defined as the normalized mean
of the residual products, i.e.,

T (R1, . . . , Rn) =

1√
n

∑n
i=1 Ri

( 1n
∑n

i=1 R
2
i − ( 1n

∑n
k=1 Rk)2)1/2

.

(2)

The normalization critically ensures that T follows a stan-
dard normal distribution asymptotically. However, it also
leads to the unbounded sensitivity of the statistic T .

Private GCM Test. To construct a DP version of the GCM
test, we focus on the vector of residual products, R =

2One could also use other regression techniques within our pri-
vate GCM and private CRT frameworks, and theoretical guarantees
continue to hold if similar (≈ O(1/n)) bounds on the sensitivity
of the residuals hold for those methods.
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(R1, . . . , Rn). Let ∆ denote the ℓ1-sensitivity of R. Given
∆, we use the Laplace mechanism (Lemma A.2) to add
scaled Laplace noise to R and then compute T on the noisy
residual products. The private GCM test we present (in
Algorithm 1) can be used with any fitting procedure, as
long as a bound on the sensitivity of the residuals for that
procedure is known.

Algorithm 1 Private Generalized Covariance Measure

1: Input: Dataset (X,Y,Z) = {(xi, yi, zi)}ni=1, privacy
parameter ε > 0, fitting procedure F , bound ∆ > 0 on
the sensitivity of residual products of F .

2: Let f̂ = F(Z,X) and ĝ = F(Z,Y)
3: for i = 1, . . . , n do
4: rX,i ← xi − f̂(zi), rY,i ← yi − ĝ(zi)
5: Ri ← rX,i · rY,i
6: Wi ∼ Lap(0,∆/ε)

7: Let T (n) ← T (R1 +W1, . . . , Rn +Wn) ▷ See (2)
8: Output p-value = 2 · (1− Φ(|T (n)|)

While the algorithm uses a simple noise addition strategy
to privatize the GCM test, its asymptotic behavior is rather
unexpected. Notice that the noise added to the residuals
has constant variance that does not vanish with n → ∞.
Yet, we show (in Theorem 2.2) that T (n) converges to a
standard Gaussian distribution similarly to the non-private
GCM statistic. The key step in the analysis is to show
that the error introduced by the noise random variables
grows at a slower rate than the error introduced by the fitting
procedure. Our algorithmic framework opens up a question
of which fitting procedures have residuals with constant
bounded sensitivity. We show such a result when Kernel
Ridge Regression is used as the fitting method.

Next, we show theoretical guarantees on the type-I error
control and power of Algorithm 1 under mild assumptions
on the fitting procedures f̂ and ĝ, listed in Definition 2.1.
Definition 2.1 (Good fit). Consider uP (z) = EP [χ

2
P | Z =

z], vP (z) = EP [ξ
2
P | Z = z], and the following error terms:

Af =
1

n

n∑
i=1

(fP (zi)− f̂(zi))
2,

Bf =
1

n

n∑
i=1

(fP (zi)− f̂(zi))
2vP (zi),

Ag =
1

n

n∑
i=1

(gP (zi)− ĝ(zi))
2,

Bg =
1

n

n∑
i=1

(gP (zi)− ĝ(zi))
2uP (zi). (3)

Let P be a class of distributions for (X,Y, Z) that are con-
tinuous with respect to the Lebesgue measure and such that
supP∈P E[|χP ξP |2+η] ≤ c for some constants c, η > 0.
We say the classifiers f̂ and ĝ are a good fit for P if
AfAg = oP(n

−1), Bf = oP(1), and Bg = oP(1).

The key part of Definition 2.1 is that the product of mean
squared errors of the fitting method (for fitting X to Z and
Y to Z) converge to zero at a sublinear rate in the sample
size. This is known as the “doubly robust” assumption
and is common in many analyses in theoretical ML [7]. It
is a mild assumption because it only requires one of two
regressions, either fitting X to Z or fitting Y to Z, to be
sufficiently accurate. These assumptions are in fact slightly
weaker than those of Shah and Peters [30] for guaranteeing
uniformly asymptotic level3 and power of the GCM, as we
do not require a lower bound on the variance E[χ2

P ξ
2
P ] of

the true residuals. This requirement is no longer necessary
as we add finite-variance noise to the residual products.

Type-I Error Control. We show that as with the GCM
test of Shah and Peters [30], the private counterpart has
uniformly asymptotic level. While the original GCM test
of Shah and Peters [30] does not require the input variables
to be bounded, we assume bounded random variables X
and Y to obtain bounds on the sensitivity ∆ of the residual
products. For the rest of this section, we assume publicly
known bounds a and b on the domain X of X and Y of Y ,
(i.e., |x| ≤ a,∀x ∈ X and |y| ≤ b,∀y ∈ Y).4 Note that we
do not assume such bounds on the domain of Z, which is
important as Z could be high-dimensional.

Theorem 2.2. (Type-I Error Control of Private GCM) Let
a and b be known bounds on the domains of X and Y ,
respectively. Given a dataset D = (X,Y,Z), let (X̂, Ŷ,Z)

be the rescaled dataset obtained by setting X̂ = X/a and
Ŷ = Y/b. Consider Ri, i ∈ [n], as defined in (1), for the
rescaled dataset (X̂, Ŷ,Z). Let Wi ∼ Lap(0,∆/ε) for
i ∈ [n], where ∆, ε > 0 are constants. Let P be the set of
null distributions from Definition 2.1 for which f̂ , ĝ are a
good fit. The statistic T (n) = T (R1 +W1, . . . , Rn +Wn),
defined in Algorithm 1, converges uniformly over P to the
standard Gaussian distribution N (0, 1).

Since T (n) converges uniformly to a standard Gaussian
distribution, this implies that the CI test in Algorithm 1
has uniformly asymptotic level (see Appendix A.2). It also
satisfies a weaker pointwise asymptotic level guarantee that
holds under slightly weaker assumptions (Theorem B.1).
Note that this result is independent of the bound on |X|
and |Y |. While the guarantee of Theorem 2.2 is asymptotic,
type-I error control “kicks in” at very small sample sizes
(like n = 100) as confirmed by our experimental results.
This behavior is typical for many statistics that converge to
a standard Gaussian distribution. Recall that finite-sample
guarantees are impossible even for non-private CI testing,

3Given a level α ∈ (0, 1) and null hypothesis P0, a
test ψn has uniformly asymptotic level if its asymptotic type-
I error is bounded by α over all distributions in P0, i.e.,
limn→∞ supP∈P0

PrP [ψn rejects null] ≤ α. See Appendix A.2.
4These bounds can also be replaced with high probability

bounds, but the privacy guarantees of our CI test would be re-
placed with what is known as approximate differential privacy.
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even under the assumptions of Definition 2.1, since these
assumptions are only asymptotic in nature.

Noise Addition Leads to Better Type-I Error Control. A
beneficial consequence of the privacy noise is that there are
scenarios, under the null hypothesis, where the non-private
GCM fails to provide type-I error control, but our private
GCM does. If the functions f̂ and ĝ fail to fit the data
(i.e., the conditions on Af , Ag, Bf , Bg in Theorem 2.2 are
violated), private GCM can still provide type-I error control.
We show in Section 4 one such scenario, when the learned
model underfits the data. Consider on the other hand the
case when the model overfits, and more extremely, when
the model interpolates asymptotically, i.e. f̂(zi)→ xi and
ĝ(zi) → yi as n → ∞ for all i ∈ [n] [22]. It is not too
hard to show that convergence to the standard Gaussian still
holds for the private GCM, and thus type-I error control is
provided. Instead, the rejection rate of the non-private GCM
converges to 1 when the model interpolates.

Power of the Private GCM. Next, we show a result on the
power of our private GCM test.
Theorem 2.3. (Power of Private GCM). Consider the setup
of Theorem 2.2. Define the “signal” (ρP ) and “noise” (σP )
of the true residuals χP , ξP as:

ρP = EP [cov(X,Y | Z)], σP =
√

VarP (χP ξP ).

Let P be the set of alternate distributions from Definition 2.1
for which f̂ , ĝ are a good fit. Then

T (n) −
√
nρP
σ′
P

, where σ′
P =

√
σ2
P + (

√
2ab∆

ε
)2 (4)

converges uniformly over P to N (0, 1).

Discussion on Power. Theorem 2.3 implies that T (n) has
uniform (asymptotic) power of 1 if ρP ̸= 0. See Corol-
lary B.5 for a short proof. In Theorem B.3, we also show
a pointwise (asymptotic) power guarantee, under weaker
assumptions. We remark that the bounds a and b on |X| and
|Y | could depend on the dataset size n. Algorithm 1 has
uniform asymptotic power of 1 as long as a · b = o(

√
n).

Shah and Peters [30] show a similar result on the power
of the (non-private) GCM, but with σ′

P = σP . Suppose
σP = 1. Then, Theorem 2.3 states that a (ab∆ε )2-factor of
the dataset size used in the non-private case is required to
obtain the same power in the private case. A blow-up in the
sample size is typical in DP analyses [11].

Private GCM with Kernel Ridge Regression (PrivGCM).
To obtain a bound on the sensitivity of the vector of resid-
ual products, we use kernel ridge regression (KRR) as the
model for regressing X on Z and Y on Z, respectively.
Let PrivGCM denote Algorithm 1 with KRR as the fitting
procedure and the bound on ∆.

The vector of residual products has ℓ1-sensitivity Oλ(1) (as
formally shown in Lemma B.6 using Theorem 1.2). Along

with Lemma A.2, this implies that PrivGCM is ε-DP. In ad-
dition, as shown by Shah and Peters [30], the requirements
on Af , Ag, Bf , Bg are satisfied when using KRR. If the ad-
ditional conditions listed in Definition 2.1 are also satisfied,
then PrivGCM has uniformly asymptotic level and uniform
asymptotic power of 1 (see Corollary B.7).

3 PRIVATE CRT

Here, we propose a private version of the conditional ran-
domization test (CRT), which uses access to the distribution
of X | Z as a key assumption. Recall that such an assump-
tion is useful, for example, when one has access to abundant
unlabeled data (X,Z). Missing proofs are in Appendix C.

CRT. As before, consider a dataset (X,Y,Z) of n i.i.d.
samples (xi, yi, zi), i ∈ [n] from the joint distribution P .
For ease of notation, denote the original X as X(0). The
key idea of CRT is to sample m copies of X(0) from X | Z,
where Z is fixed to the values in Z. That is, for j ∈ [m] and
i ∈ [n], a new datapoint x(j)

i is sampled from X | Z = zi.
Then X(j) = (x

(j)
1 , . . . , x

(j)
n ).

Under the null hypothesis, the triples
(X(0),Y,Z), . . . , (X(m),Y,Z) are identically distributed.
Thus, for every statistic T chosen independently of the data,
the random variables T (X(0),Y,Z), . . . , T (X(m),Y,Z)
are also identically distributed. Denote these random
variables by T0, . . . , Tm. The p-value is computed by
ranking T0, obtained by using the original X(0) vector,
against T1, . . . , Tm, obtained from the resamples:

p-value =
1 +

∑m
j=1 1(Tj ≥ T0)

m+ 1
.

For every choice of T , the p-value is uniformly distributed
and finite-sample type-I error control is guaranteed.

Private CRT. Let D = (X(0), . . . ,X(m),Y,Z) denote the
aggregated dataset. We say D′ is a neighbor of D if they
differ in at most one row. By defining D to include the
resamples X(1), . . . ,X(m), we also protect the privacy of
the data obtained in the resampling step.

Our private CRT test is shown in Algorithm 2: it obtains
a private estimate of the rank of T0 amongst the statistics
T1, . . . , Tm, sorted in decreasing order. Using the Laplace
mechanism to privately estimate the rank is not a viable op-
tion, since the rank has high sensitivity: changing one point
in D could change all the values T0, . . . , Tm and change the
rank of T0 by O(m). Another straightforward approach is
to employ the widely used Sparse Vector Technique [12, 11]
to privately answer questions “Is Ti > T0?” for all i ∈ [m].
However, this algorithm pays a privacy price for each Ti that
is above the “threshold” T0, which under the null is Ω(m),
thus resulting in lower utility of the algorithm. Instead, we
define a new score function and algorithm which circum-
vents this problem by intuitively only incurring a cost for
the queries Ti that are very close to T0 in value.
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Our key algorithmic idea is to define an appropriate score
function of bounded sensitivity. It assigns a score to each
rank c ∈ [0,m] that indicates how well c approximates the
true rank of T0. The score of a rank c equals the negative
absolute difference between T0 and the statistic at rank
c. The true rank of T0 has the highest score (equal to 0),
whereas all other ranks have negative scores. We show that
this score function has bounded sensitivity for statistics T
of bounded sensitivity. The rank with the highest score is
privately selected using Report Noisy Max, a popular DP
selection algorithm [11]. To obtain good utility, the design
of the score function exploits the fact that for CRTs, the
values Ti are distributed in a very controlled fashion, as
explained in the remark following Theorem 3.6.

Algorithm 2 Private Conditional Randomization Test

1: Input: Dataset (X(0),Y,Z), privacy parameter ε,
bound ∆T on the sensitivity of T , resamples m.

2: T0 ← T (X(0),Y,Z), s0 ← 0.
3: for i = 1, . . . ,m do
4: Sample X(i) | Z from X | Z .
5: Ti ← T (X(i),Y,Z).
6: Let Q0, . . . , Qm denote the values {Ti}i∈[0,m] sorted

in decreasing order.
7: for i = 0, 1 . . . ,m do
8: si ← − |Qi−T0|

2∆T
.

9: ĉ← ReportNoisyMax({si}i∈[0,m], ε). ▷ Theorem 3.3
10: Output p-value p̂ = 1+ĉ

m+1 .

Definition 3.1 (Score function for rank of query). Let
{Ti}i∈[0,m] be m+ 1 queries of sensitivity ∆T on dataset
D. Let Q0, . . . , Qm denote the values {Ti}i∈[0,m] sorted in
decreasing order. Let k ∈ [0,m] be the index of the query
whose rank we wish to know. For c ∈ [0,m], define

sk(c,D) = −|Qc − Tk|
2∆T

.

We bound the sensitivity of the score function in Lemma 3.2.

Lemma 3.2. (Sensitivity of the score function). For all
c ∈ [0,m], the values Qc (Definition 3.1) have sensitivity at
most ∆T , and the score sk(c,D) has sensitivity at most 1.

Theorem 3.3 (Report Noisy Max [11, 24, 10]). Let ε >
0. Given scores si ∈ R, i ∈ [B] evaluated from
a score function of sensitivity at most 1, the algorithm
ReportNoisyMax samples Z1, . . . , ZB ∼ Exp(2/ε) and
returns ı̂ = argmaxi∈[B](si + Zi). This algorithm is ε-DP
and for δ ∈ (0, 1), with probability at least 1− δ, it holds
sı̂ ≥ s∗ − 2 log(B/δ)ε−1, where s∗ = maxi∈[B] si.

Statistic T and its Sensitivity. The statistic T that we use
to obtain our private CRT test is defined as the numerator of
the GCM statistic. The residuals of Y with respect to Z are
calculated by fitting a KRR model of Y to Z. Denote such

residuals rY,i, for i ∈ [n]. The residuals of X with respect
to Z are exact, since we have access to the distribution
X | Z. Denote such residuals rX,i for i ∈ [n]. The residual
products are calculated as Ri = rX,irY,i for i ∈ [n].

Definition 3.4 (Statistic T for the private CRT). Given a
dataset (X,Y,Z) of n points, let (R1, . . . , Rn) be the vec-
tor of residual products of the exact residuals of X with
respect to Z and the residuals of fitting a kernel ridge regres-
sion model of Y to Z. Define T (X,Y,Z) =

∑n
i=1 Ri.

We obtain a bound of Oλ(1) on the ℓ1-sensitivity of the
statistic T by bounding the sensitivity of the Ri. To bound
the sensitivity of the rY,i we assume that the domain of the
variable Y is bounded and use the result of Theorem 1.2.
We assume a known bound on the magnitude of the resid-
uals rX,i, motivated by the fact that we have access to the
distribution X | Z. This differs from the assumptions for
our PrivGCM test, where we assumed bounds on both X
and Y . Assuming a bound on the residuals rX,i gives a
tighter sensitivity bound for T . Refer to Lemma C.1 for a
formal statement.

Accuracy of the Private CRT. We define the accuracy of
Algorithm 2 in terms of the difference between the private
p-value it outputs and its non-private counterpart.

Definition 3.5 ((γ, δ)-accuracy). Let Gγ = |{i ∈ [m] |
|Ti − T0| ≤ γ}|. Let c∗ be the rank of T0 given statistics
Ti, i ∈ [0,m], and p∗ = (1 + c∗)/(m + 1) be the non-
private p-value. We say Algorithm 2 is (γ, δ)-accurate if
with probability at least 1− δ it holds |p̂− p∗| ≤ Gγ

m+1 .

Define PrivCRT as Algorithm 2 with T from Definition 3.4.

Theorem 3.6. PrivCRT is ε-DP and (γ, δ)-accurate for

γ = 4∆T

ε log
(

m
δ

)
.

Remark on the Accuracy. While the guarantees from the
above theorem does not translate into a meaningful type-I
error control bound, empirically, we observe that, under
the null, the p-values output by PrivCRT are uniformly
distributed (Fig. 9, Appendix D), and thus the test provides
type-I error control. Under the alternate, T0 is much larger
(or smaller) than all the other values Ti, i ≥ 1 and thus Gγ

is small. However, the power of PrivCRT can be affected
if we increase m, as this can increase the value of Gγ (see
Fig. 8, Appendix D). An interesting open question is whether
the dependence on m in the accuracy of a private CRT is
avoidable. For now, we recommend using m = O(1/α) for
rejection level α.

4 EMPIRICAL EVALUATION

We evaluate our algorithms on a real-world dataset and
synthetic data. We start with the latter as it has the advantage
that we know the ground-truth of whether X ⊥⊥ Y | Z.
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Setup. To generate synthetic data, we use a setup simi-
lar to that of Shah and Peters [30] proposed for evaluat-
ing the performance of GCM. Fix an RKHS H that cor-
responds to a Gaussian kernel. The function fs(z) =
exp(−s2/2) sin(sz) satisfies fs ∈ H. Z = (Z1, . . . , Zd)
is a d-dimensional variable, where d ∈ {1, 5}. The distribu-
tion of (X,Y, Z) is as follows:

Z1, . . . , Zd ∼ NZ , X = fs(Z1) +NX ,

Y = −fs(Z1) +NY + β ·NX ,

where NZ ∼ N (0, 4), NX ∼ N (0, 1), NY ∼ N (0, 1),
and β ≥ 0 is a constant controlling the strength of depen-
dence between X and Y . If β = 0, then X ⊥⊥ Y | Z, but
not otherwise. For experiments with PrivGCM, the dataset
(X,Y,Z) consists of n points sampled as above. For ex-
periments with PrivCRT, we additionally sample m copies
X(j), j ∈ [m], by fixing Z. We study how varying β, s,
and n affects the rejection rate of our tests (averaged over
500 resampled datasets). Shaded error bars represent 95%
confidence intervals. We set type-I error level α = 0.05.

We rescale X and Y so that all datapoints xi and yi satisfy
|xi| ≤ 1, |yi| ≤ 1 (recall that we assume known bounds
for the data; for this simulation, standard Gaussian con-
centration implies maxi≤n Xi ≤

√
2 log n with very high

probability, so choosing
√
C log n suffices here for a suffi-

ciently large constant C). We then fit a KRR model with
a Gaussian kernel of X to Z and Y to Z. The best model
is chosen via 5-fold cross-validation and grid search over
the regularization parameter λ and the parameter of the
Gaussian kernel.5 The choice of λ requires balancing the
performance of the fitting step of the algorithm with the
magnitude of noise added (see Lemma B.6), and thus some
lower bound on λ is needed. We enforce λ ≥ 10 and find
that this does not hurt performance of the fitting step even
for large n. See Fig. 6 (Appendix D) for an example.

Comparison to the Private Kendall CI test [37] and Test-
of-Tests [18]. We start with a comparison to two other
private CI tests in the literature. The first is the private
Kendall’s CI test, proposed by Wang et al. [37] for cate-
gorical variables. The second, which we call PrivToT, is
obtained from the Test-of-Tests framework of Kazan et al.
[18] and uses the non-private GCM as a black-box. See
Appendix D for details on the implementations of these two
tests.

In Fig. 1, we compare the performance of these two tests
with our private tests under the null hypothesis. We vary s,
the model complexity from 1 to 32, and use a sample size
n = 104 and privacy parameter ε = 2. The larger s, the
harder it is to learn the function fs. As the model complexity

5Hyper-parameters are optimized non-privately, as is common
in the literature on privately training ML models. Our algorithm
can be combined in a black box fashion with methods for perform-
ing private hyper-parameter search such as [23].
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Figure 1: Type-I error control of PrivToT, private Kendall,
PrivGCM, and PrivCRT (under the null): the first two fail
to control Type-I error.
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Figure 2: Comparison of the type-I error and power of
private and nonprivate GCM tests as the dataset size n in-
creases. Again, at d = 5 with β = 0, the (nonprivate) GCM
fails to provide type-I error control even at large n (in fact,
its type-I error gets worse with n).

increases, the private Kendall test and PrivToT cannot con-
trol type-I error, even with a large sample size (n = 104).
They perform even worse when Z is 5-dimensional. On
the other hand, both PrivGCM and PrivCRT have consistent
type-I error control across model complexity and dimension-
ality of Z. This experiment motivates the need for tests with
rigorous theoretical type-I error guarantees, as we derive.6

Next, we compare our private CI tests with their non-private
counterparts. We fix s = 2 for fs.

Performance of PrivGCM. In Fig. 2, we examine the per-
formance of PrivGCM on synthetic data. We vary the
dataset size n from 102 to 104, and plot the rejection rate
of PrivGCM and GCM for β = 0 and β > 0. When d = 5,
the privacy noise helps PrivGCM provide the critical type-I
error control at β = 0, which non-private GCM fails at.
At d = 5, the KRR model fails to fit the data (it returns
a predicted function that is nearly-zero). In this case, for
β = 0, the GCM statistic converges to a Gaussian of stan-
dard deviation 1, but whose mean is removed from zero.
The larger n, the further the mean of the Gaussian is from
zero, and the worse the type-I error. The noise added for

6Note that for tests without the desired type-I error control,
statements about power are vacuous.
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Figure 3: Comparing power of private and nonpri-
vate CRT tests as we increase dependence β.
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Figure 4: Comparison of the type-I error and power of private and
nonprivate CRT tests as we increase the dataset size n.

privacy brings the mean closer to zero since the standard
deviation of the noisy residuals, σ′

P , is much larger than σP

(see (4)). For β > 0, PrivGCM needs a higher dataset size
to achieve the same power as GCM, concordant with our
discussion following Theorem 2.3. As n→∞, the power
of PrivGCM is expected to approach 1.

Performance of PrivCRT. We study the performance of
PrivCRT in Figs. 3-4. PrivCRT achieves better power than
PrivGCM for our setup, so we use a smaller privacy param-
eter of ε = 2 and set m = 19 (an extreme, but valid choice).
In Fig. 3, we vary β, the dependence strength between X
and Y , from 0 to 1.5, using n = 103. Both non-private CRT
and PrivCRT provide type-I error control. Also, the power
of both PrivCRT and (non-private) CRT converges to 1, with
a faster convergence for the non-private test. In Fig. 4, we
vary the dataset size n and β ∈ {0, 0.5, 1.5}.

In Fig. 7 (Appendix D), we compare the performance of
PrivCRT with PrivGCM for different privacy parameters
ε ∈ [2−3, 23]. Both tests control type-I error, but PrivCRT
achieves better power than PrivGCM for all privacy parame-
ters ε. Therefore, PrivCRT appears preferable to PrivGCM
when dataholders have access to the distribution X | Z.
This result is consistent with the non-private case where the
CRT has better power as it does not have to learn E[X | Z].

Real Data Experiments. We now demonstrate the perfor-
mance of our private tests on real-world data. For these
experiments, we use the “Concrete Compressive Strength”
dataset that consists of 1030 datapoints and 9 continuous
features [40]. We set Y to be the outcome feature: the con-
crete compressive strength. The choice of the X variable
is varied, and Z consists of the 7 remaining features. Y is
assumed to be a complex non-linear function of the other 8
features, thus we expect the CI tests to reject. We focus on
the private GCM because among our two algorithms, as it
is the more generally applicable one, i.e., it does not require
access to the conditional distribution. In Fig. 5, we evalu-
ate the power of the PrivGCM. As desired, the power of
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Figure 5: Power of the non-private GCM and PrivGCM on
the “Concrete Compressive Strength” dataset. The power of
PrivGCM tends to 1 with increasing sample size.

PrivGCM tends to 1 as n increases approaching the power
of the the non-private case.

5 CONCLUDING REMARKS

This work studies the fundamental statistical task of condi-
tional independence testing under privacy constraints. We
design the first DP conditional independence tests that sup-
port the general case of continuous variables and have strong
theoretical guarantees. Our experiments support our theo-
retical results and additionally demonstrate that our private
tests have more robust type-I error control than their non-
private counterparts.

We envision two straightforward generalizations of our pri-
vate GCM test. First, our test can be generalized to handle
multivariate X and Y , following Shah and Peters [30], who
obtain the test statistic from the residual products of fitting
each variable in X and each variable in Y to Z. A natural ex-
tension would be to compute the same statistic on our noisy
residual products. Secondly, following Scheidegger et al.
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[29], a private version of the weighted GCM would allow
the test to achieve power against a wider class of alternatives
than the unweighted version. Finally, constructing private
versions of other model-X tests, such as the Conditional
Permutation Test [3], could be an interesting direction.
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Supplementary Material:
Differentially Private Conditional Independence Testing

A Missing Details from Section 1

A.1 Additional Related Work

Conditional Independence Testing. A popular category of CI tests are kernel-based tests, obtained by extending the
Hilbert-Schmidt independence criterion to the conditional setting [15, 42, 32]. However, these tests only provide a weaker
pointwise asymptotic validity guarantee. It is widely acknowledged that for a statistical test to be useful in practice, it needs
to provide the stronger guarantees of either valid level at finite sample size or uniformly asymptotic level. Our private GCM
test provides the latter guarantee.

One way of getting around the hardness result of Shah and Peters [30] is through the model-X assumption, where the
conditional distribution of X | Z is assumed to be accessible. Tests based on this assumption, such as CRT (conditional
randomization test) [6] and CPT (conditional permutation test) [3], provide a general framework for conditional independence
testing, where one can use their test statistic of choice and exactly (non-asymptotically) control the type-I error regardless of
the data dimensionality.

A.2 Background on Hypothesis Testing

Let P be the class of the joint distributions for the random variables (X,Y, Z). We say P ∈ P is a null distribution if
X ⊥⊥ Y | Z. The null-hypothesis, denoted P0, is the class of null distributions,

Type-I error and validity. Consider a (potentially) randomized test φn that is run on n samples from a distribution P ∈ P
and outputs a binary decision: 1 for rejecting the null hypothesis and 0 for accepting the null hypothesis. The quantity
PrP [φn = 1], where P is a null distribution, refers to the type-I error of the test, i.e., the probability that it erroneously
rejects the (true) null hypothesis. Given level α ∈ (0, 1) and the null hypothesis P0, we say that the test has valid level at
sample size n if the type-I error is bounded by α, i.e.,:

sup
P∈P0

Pr
P
[φn = 1] ≤ α.

The sequence {φn}∞n=1 has

uniformly asymptotic level if lim
n→∞

sup
P∈P0

Pr
P
[φn = 1] ≤ α,

pointwise asymptotic level if sup
P∈P0

lim
n→∞

Pr
P
[φn = 1] ≤ α.

Usually, we want at least uniformly asymptotic level to hold for a test. Otherwise, for any sample size n, there can be some
null distribution that does not control type-I error at that sample size.

A hypothesis test is usually derived from a statistic Tn (such as the GCM statistic) calculated on n samples drawn i.i.d from
the distribution P of (X,Y, Y ). Having obtained a value t for the statistic Tn, a two-sided p-value is calculated as:

p-value = Pr
P
[|Tn| ≥ t].

The hypothesis test φn with desired validity level α is defined as:

φn = 1[p-value ≤ α]. (5)
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Therefore, to obtain a test with the desired validity we need to compute the p-value. The p-value is typically calculated using
information about the distribution of Tn. We say that Tn converges uniformly over P0 to the standard Gaussian distribution
if:

lim
n→∞

sup
P∈P0

sup
t∈R
|Pr
P
[Tn ≤ t]− Φ(t)| = 0,

where Φ is the CDF of the standard Gaussian. For the GCM statistic, we are given that (under mild assumptions) Tn converges
uniformly over the null hypothesis P0 to a standard Gaussian distribution [30]. Therefore, by setting p-value = 2(1−Φ(|t|)
and defining the hypothesis test φn as in (5), we obtain that φn has uniformly asymptotic level α.

Power. Once we have a test with uniformly asymptotic level, we would also like the test to correctly accept the alternate
hypothesis, when this hypothesis holds. Let Q be the set of alternate distributions (for which X��⊥⊥Y | Z). The power of
a test is the probability that it correctly rejects the null hypothesis, given that the alternate hypothesis holds. A sequence
{φn}∞n=1 of tests has

uniformly asymptotic power if lim
n→∞

inf
P∈Q

Pr
P
[φn = 1] = 1.

A.3 Background on Differential Privacy

Definition A.1 (ℓ1-sensitivity). For a function f : D → Rd, its ℓ1-sensitivity ∆f is defined as

∆f = max
D,D′neighbors

∥f(D)− f(D′)∥1.

Lemma A.2 (Laplace Mechanism [13]). Let ε > 0 and f : D → Rd be a function with ℓ1-sensitivity ∆f . Let W ∼
Lap(0,∆f/ε) be a noise vector from the Laplace distribution with scale parameter ∆f/ε. The Laplace Mechanism that, on
input D and ε, outputs f(D) +W is ε-DP.

Lemma A.3 (Post-Processing [13]). If the algorithm A is ε-differentially private, and g is any randomized function, then
the algorithm g(A(x)) is ε-differentially private.

B Proofs of Section 2

B.1 Proof of Theorem 2.2

In this section, we state and prove a longer version of Theorem 2.2. Item 1 of Theorem B.1 gives the pointwise asymptotic
level guarantee of the private GCM, whereas Item 2 shows the more desirable uniform asymptotic level guarantee under a
slightly stronger condition. Item 2 corresponds exactly to Theorem 2.2.7 See Appendix A.2 for definitions of pointwise
asymptotic level and uniformly asymptotic level.

From a privacy perspective, the proof of Item 2 is more involved. While Shah and Peters [30] consider the asymptotic
behavior of variables χiξi (the product of the true residuals), we instead study the behavior of χiξiWi (the product of the
true residuals with the noise random variables). Similarly, while they study the product of error terms of the fitting method,
(f(zi)− f̂(zi))(g(zi)− ĝ(zi)), we instead need to consider (f(zi)− f̂(zi))(g(zi)− ĝ(zi))Wi, the product of error terms
with the noise variables. A key step in the proof is to show that the noise variables grow at a slower rate than the rate of
decay of the error terms, with increasing sample size n.

Let E0 be the set of distributions for (X,Y, Z) that are absolutely continuous with respect to the Lebesgue measure. The
null hypothesis, P0 ⊂ E0, is the subset of distributions for which X ⊥⊥ Y | Z. Given P ∈ P , let P ′ be the joint distribution
of variables (X,Y, Z,W ) where W ∼ Lap(∆/ε) is independent of (X,Y, Z). For a set of distributions P , let P ′ denote
the set of distributions P ′ for all P ∈ P . Denote by Φ the CDF of the standard normal distribution.

Theorem B.1. (Type-I Error Control of Private GCM) Let a and b be known bounds on the domains of X and Y , respectively.
Let P0 ⊂ E0 be the set of null distributions defined above. Given a dataset D = (X,Y,Z), let (X̂, Ŷ,Z) be the rescaled
dataset obtained by setting X̂ = X/a and Ŷ = Y/b. Consider Ri, i ∈ [n], as defined in (1), for the rescaled dataset
(X̂, Ŷ,Z). Let Wi ∼ Lap(0,∆/ε) for i ∈ [n], where ∆, ε > 0 are constants. Then T (n) = T (R1 +W1, . . . , Rn +Wn),
defined in Algorithm 1, satisfies:

7The assumptions in Item 2, Theorem B.1 are identical to those of Definition 2.1. The assumptions in Item 1 of Theorem B.1 are
slightly weaker than those of Definition 2.1.
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1. For P ∈ P0 such that AfAg = oP (n
−1), Bf = oP (1), Bg = oP (1), and E[χ2

P ξ
2
P ] <∞, then

lim
n→∞

sup
t∈R
|Pr
P ′
[T (n) ≤ t]− Φ(t)| = 0.

2. Let P ⊂ P0 be a set of distributions such that AfAg = oP(n
−1), Bf = oP(1) and Bg = oP(1). If in addition

supP∈P E[|χP ξP |2+η] ≤ c, for some constants c, η > 0, then

lim
n→∞

sup
P ′∈P′

sup
t∈R
|Pr
P ′
[T (n) ≤ t]− Φ(t)| = 0. (6)

Proof. Let σP =
√
Var(χP ξP ), σpriv = ∆/ε, and σjoint =

√
σ2
P

a2b2 + 2σ2
priv. Denote by τN the numerator of T (n) and by

τD the denominator. We sometimes omit P from the notation for ease of presentation.

Item 1: We first show Item 1. Specifically, we show that τN → N (0, σ2
joint) and τD → σjoint, which, by Slutsky’s lemma

(Lemma B.8), would imply that T (n) → N (0, 1). For i ∈ [n], let χi = xi − f(zi) and ξi = yi − g(zi). Note that

τN =
1√
n

n∑
i=1

(Ri +Wi)

=
1

ab
√
n

n∑
i=1

(f(zi)− f̂(zi))(g(zi)− ĝ(zi)) +
1

ab
√
n

n∑
i=1

(f(zi)− f̂(zi))ξi

+
1

ab
√
n

n∑
i=1

(g(zi)− ĝ(zi))χi +
1√
n

n∑
i=1

(χiξi
ab

+Wi

)
(7)

We use the following claim obtained from the proof of Theorem 6 of Shah and Peters [30].

Claim B.2 ([30]). Under the assumptions listed in Item 1 of Theorem B.1, the following hold

1. 1√
n

∑n
i=1(f(zi)− f̂(zi))(g(zi)− ĝ(zi))

P→ 0.

2. 1√
n

∑n
i=1(f(zi)− f̂(zi))ξi

P→ 0.

3. 1√
n

∑n
i=1(g(zi)− ĝ(zi))χi

P→ 0.

4. 1
n

∑n
i=1 Ri

P→ 0.

5. 1
n

∑n
i=1 R

2
i

P→ σ2
P

a2b2 .

Additionally, under the assumptions of Item 2, all convergence statements above are uniform over P .

By Claim B.2, Items 1-3, the first three terms of the sum in (7) are oP (1). We show that the last term of the sum converges to
N (0, σ2

joint). Note that E[χiξi
ab +Wi] = 0 and Var(χiξi

ab +Wi) = Var(χiξi) +Var(Wi) = σ2
joint. Since σpriv is a constant

and σP < ∞, we can apply the Central Limit Theorem to obtain the desired convergence to a Gaussian. By Slutsky’s
lemma, we obtain that τN → N (0, σ2

joint).

We now consider τD. Since E[Wi] = 0 for all i ∈ [n], by the Weak Law of Large Numbers it holds that 1
n

∑n
i=1 Wi → 0.

From Item 4 of Claim B.2, we obtain 1
n

∑n
i=1(Ri +Wi)

P→ 0. It remains to show that 1
n

∑n
i=1(Ri +Wi)

2 P→ σP . We have

1

n

n∑
i=1

(Ri +Wi)
2 =

1

n

n∑
i=1

R2
i +

2

n

n∑
i=1

RiWi +
1

n

n∑
i=1

W 2
i .

Since Ri and Wi are independent, we have E[RiWi] = E[Ri]E[Wi] = 0. Another application of the Weak Law of Large
Numbers yields 2

n

∑n
i=1 RiWi

P→ 0. Finally, let B(n) = 1
n

∑n
i=1 W

2
i . We have E[W 2

i ] = Var[Wi] = 2σ2
priv. The Weak
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Law of Large numbers gives that B(n) → 2σ2
priv. By Item 5 of Claim B.2 and Slutsky’s lemma, we obtain that τD → σjoint,

as desired. This concludes the proof of Item 1.

Item 2: Turning to Item 2, more care is needed to replace statements of convergence with statements of uniform convergence
due to the presence of privacy noise. We first show that τN converges to N (0, σ2

joint) uniformly. Consider again the sum in
(7). By Claim B.2, Items 1-3, the first three terms of the sum in (7) are oP(1), and as a consequence, oP′(1). We show that

1√
n

n∑
i=1

(χiξi
ab

+Wi

)
→ N

(
0, σ2

joint

)
uniformly over P ′. (8)

Then, applying Item 1 of Lemma B.11 we would obtain the desired convergence of τN . We prove (8) by showing
that the random variables χiξi

ab + Wi, i ∈ [n] satisfy the conditions of Lemma B.9. Recall that E[χiξi
ab + Wi] = 0 and

E[(χiξi
ab +Wi)

2] = Var(χiξi
ab +Wi) = σ2

joint, which is a constant. It remains to bound the (2 + η)-absolute moment of
χiξi
ab +Wi. By Claim B.13 and our assumption on χiξi, we have

E
[∣∣∣χiξi

ab
+Wi

∣∣∣2+η]
≤ 21+η

(
E
[∣∣∣χiξi

ab

∣∣∣2+η]
+ E[|Wi|2+η]

)
≤ 2(1+η) ·

( c

(ab)2+η
+ c′

)
where c′ is the (constant) bound on E[|Wi|2+η]) given by Claim B.14. Thus, all the conditions of Lemma B.9 are satisfied,
and (8) holds. This concludes our argument on the convergence of τN .

We now show that τD converges uniformly over P ′ to σjoint. We first show that n−1
∑n

i=1(Ri +Wi) = oP′(1). By Item 4
of Claim B.2, we have that n−1

∑n
i=1 Ri = oP′(1). We also showed that 1

n

∑n
i=1 Wi = oP′(1). Applying Lemma B.11,

we obtain that n−1
∑n

i=1(Ri +Wi) = oP′(1).

Next, we show that n−1
∑n

i=1 RiWi = oP′(1). Note that

1

n

n∑
i=1

RiWi =
1

ab

( 1

n

n∑
i=1

(f(zi)− f̂(zi) + χi)(g(zi)− ĝ(zi) + ξi)Wi

)
=

1

ab

( 1

n

n∑
i=1

(f(zi)− f̂(zi))(g(zi)− ĝ(zi))Wi +
1

n

n∑
i=1

(f(zi)− f̂(zi))ξiWi

+
1

n

n∑
i=1

(g(zi)− ĝ(zi))χP,iWi +
1

n

n∑
i=1

χiξiWi

)
(9)

We show that each of the terms of the sum in (9) is oP′(1), starting with n−1
∑n

i=1 χiξiWi. We do so by showing that the
conditions of Lemma B.10 hold for the random variables χiξiWi. More precisely, we need to show that for all P ′ ∈ P ′

it holds that EP ′ [|χiξiWi|1+η] < c2 for some c2, η > 0. By the assumptions in Item 2, we know EP ′ [|χP ξP |1+η] ≤
EP ′ [|χP ξP |2+η] ≤ c. By the independence of χiξi and Wi we have

EP ′ [|χiξiWi|1+η] = EP ′ [|χP ξP |1+η]EP ′ [|Wi|1+η] ≤ c · c′,

where c′ is a bound on EP ′ [|Wi|1+η] given by Claim B.14. Therefore, we have that the variables χiξiWi satisfy all properties
listed in Lemma B.10, and thus

n−1
n∑

i=1

χiξiWi = oP(1). (10)

Next, we show that

1

n

n∑
i=1

(f(zi)− f̂(zi))(g(zi)− ĝ(zi))Wi = oP′(1). (11)

Denote the term in the LHS of (11) by b. We have

|b| ≤ max
i∈[n]
|Wi| ·

( 1

n

n∑
i=1

(f(zi)− f̂(zi))(g(zi)− ĝ(zi))
)

(12)
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We show that maxi∈[n] |Wi| = OP′(log n) in Claim B.12. By Item 1 of Claim B.2, the other term in the product in the RHS
of (12) is oP(n−1/2). As a result, b = oP′(1). By a similar proof, and using Claim B.2, the other terms in the sum in (9) are
equal to oP′(1).

By Item 5 of Claim B.2, we have that 1
n

∑n
i=1 R

2
i converges uniformly over P ′ to σ2

P

a2b2 . In addition, we showed that
1
n

∑
i∈[n] W

2
i converges uniformly over P ′ to 2σ2

priv. Applying Lemma B.11 we obtain that τD converges uniformly over
P ′ to σjoint. One final application of Lemma B.11 yields that T (n) converges uniformly over P ′ to N (0, 1).

B.2 Proof of Theorem 2.3

In this section, we state and prove a longer version of Theorem 2.3. Item 1 of Theorem B.3 gives the pointwise power
guarantee, whereas Item 2shows the uniform power guarantee under a slightly stronger condition. Item 2 corresponds
exactly to Theorem 2.3.8

Following Shah and Peters [30], to facilitate the theoretical analysis of power, we separate the model fitting step from the
calculation of the residuals. We calculate f̂ and ĝ on the first half of the dataset and calculate the residuals Ri, i ∈ [n] on the
second half. In practice, it is still advised to perform both steps on the full dataset.

Theorem B.3. (Power of Private GCM). Consider the setup of Theorem 2.2. Let Af , Ag, Bf , Bg be as defined in (3), with
the difference that f̂ and ĝ are estimated on the first half of the dataset (X̂, Ŷ,Z), and Ri, i ∈ [n/2, n] are calculated on
the second half. Define the “signal” (ρP ) and “noise” (σP ) of the true residuals χP , ξP as:

ρP = EP [cov(X,Y | Z)], σP =
√
VarP (χP ξP ).

1. If for P ∈ E0 we have AfAg = oP (n
−1), Bf = oP (1), Bg = oP (1) and σP <∞, then

lim
n→∞

sup
t∈R

∣∣∣Pr
P ′

[
T (n) −

√
nρP
σ′
P

≤ t
]
− Φ(t)

∣∣∣ = 0, where σ′
P =

√
σ2
P + (

√
2ab∆

ε
)2. (13)

2. Let P ⊂ E0 such that AfAg = oP(n
−1), Bf = oP(1) and Bg = oP(1). If in addition supP∈P E[|χP ξP |2+η] ≤ c,

for some constants c, η > 0, then (13) holds over P ′ uniformly.

Proof. Note that E[χP ξP
ab ] = ρ

ab and
√
Var(χP ξP

ab ) = σP

ab . The proof is similar to that of Theorem B.1, using Claim B.4
below from Shah and Peters [30].

Claim B.4. Under the assumptions listed in Theorem 2.3, as n→∞, the following hold.

1. 1√
n

∑n
i=1(f(zi)− f̂(zi))(g(zi)− ĝ(zi))

P→ 0.

2. 1√
n

∑n
i=1(f(zi)− f̂(zi))ξi

P→ 0.

3. 1√
n

∑n
i=1(g(zi)− ĝ(zi))χi

P→ 0.

4. 1
n

∑n
i=1 Ri

P→ 0.

5. 1
n

∑n
i=1 R

2
i

P→ σ2
P

a2b2 .

Additionally, under the assumptions in Item 2 of Theorem 2.3, all convergence statements above are uniform over P .

Corollary B.5. Under the assumptions of Theorem B.3, Algorithm 1 has asymptotic power of 1 if ρP ̸= 0.

Next, we show that Theorem 2.3 implies that the private GCM has asymptotic power of 1. A similar claim and proof holds
for uniformly asymptotic power.

8The assumptions in Item 2, Theorem B.3 are identical to those of Definition 2.1. The assumptions in Item 1 of Theorem B.3 are
slightly weaker than those of Definition 2.1.



Iden Kalemaj, Shiva Prasad Kasiviswanathan, Aaditya Ramdas

Proof. Note that Algorithm 1 has asymptotic power of 1 if, for all M > 0, it holds PrP [T (n) > M ]→ 1 as n→∞. Given
M > 0, note that

Pr[T (n) ≤M ] = Pr
P ′

[
T (n) −

√
nρP
σ′
P

≤M −
√
nρP
σ′
P

]
→ Φ

(
M −

√
nρP
σ′
P

)
,

where the convergence statement follows from Theorem 2.3. Since ρP ̸= 0 and σ′
P is a constant, then M −

√
nρP

σ′
P
→ −∞

as n→∞. Therefore Φ
(
M −

√
nρP

σ′
P

)
→ 0, and as a result Pr[T (n) ≤M ]→ 0, as desired.

B.3 Guarantees of PrivGCM

Lemma B.6. (Sensitivity of residual products). Let R be the vector of residual products, as defined in (1), of fitting a KRR
model of X to Z and Y to Z with regularization parameter λ > 0. If |xi|, |yi| ≤ 1 for all i ∈ [n], then ∆R ≤ C where
C = 4(1 +

√
2√
λ
)(1 +

√
2√
λ
+ 4

√
2

λ3/2 + 4
λ ).

Proof. Consider two neighboring datasets (X,Y,Z) and (X′,Y′,Z′). For i ∈ [n], let rX,i, rY,i denote the residuals of
fitting a kernel ridge regression model of X to Z and Y to Z, respectively. Suppose without loss of generality that (X,Y,Z)
and (X′,Y′,Z′) differ only in the last datapoint, i.e., (xi, yi, zi) = (x′

i, y
′
i, z

′
i) for i ∈ [n− 1]. Then, by Theorem 1.2, for

i ∈ [n− 1], we have

|rX,i − r′X,i| = |(xi −w⊤ϕ(zi))− (x′
i −w′⊤ϕ(z′i))| = |w⊤ϕ(zi)−w′⊤ϕ(zi)| ≤

8
√
2

λ3/2n
+

8

λn
.

For the last datapoint we have

|rX,n − r′X,n| = |(xn −w⊤ϕ(zn))− (x′
n −w′⊤ϕ(z′n))|

≤ |xn − x′
n|+ ∥w′∥H|ϕ(z′n)− ϕ(zn)|+ |w′⊤ϕ(zn)−w⊤ϕ(zn)|

≤ 2 +
2
√
2√
λ

+
8
√
2

λ3/2n
+

8

λn
.

Lastly, note that for all i ∈ [n], we have|rX,i| ≤ |xi|+ ∥w∥H∥ϕ(zi)∥H ≤ 1 +
√
2√
λ

. The same bound holds for |rY,i|. Let

c1 = 2 + 2
√
2√
λ

and c2 = 8
√
2

λ3/2 + 8
λ . This gives us that for all i ∈ [n− 1]:

|Ri −R′
i| ≤ |rX,i|||rY,i − r′Y,i|+ |r′Y,i||rX,i − r′X,i| ≤ 2

(
1 +

√
2√
λ

)( 8
√
2

λ3/2n
+

8

λn

)
=

c1c2
n

.

For i = n we have

|Rn −R′
n| ≤ 2

(
1 +

√
2√
λ

)(
2 +

2
√
2√
λ

+
8
√
2

λ3/2n
+

8

λn

)
= c1(c1 +

c2
n
).

Finally,

∥R−R′∥1 =

n∑
i=1

|Ri −R′
i| ≤ (n− 1) · c1c2

n
+ c1(c1 +

c2
n
) = c21 + c1c2,

as desired.

Corollary B.7. Let a and b be known bounds on the domains of X and Y , respectively. Given a dataset D = (X,Y,Z), let
(X̂, Ŷ,Z) be the rescaled dataset obtained by setting X̂ = X/a and Ŷ = Y/b. Let PrivGCM be the algorithm which runs
Algorithm 1 with kernel ridge regression as the fitting procedure F and sensitivity bound ∆ = C, where C is the constant
from Lemma B.6. Algorithm PrivGCM is ε-differentially private.

The statistic T (n) = T (R1 +W1, . . . , Rn +Wn), defined in Algorithm 1, satisfies the following.
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1. Let P ⊂ P0 be a family of distributions such that AfAg = oP(n
−1), Bf = oP(1), Bg = oP(1). If in addition

supP∈P E[|χP ξP |2+η] ≤ c, for some constants c, η > 0, then

lim
n→∞

sup
P ′∈P′

sup
t∈R
|Pr
P ′
[T (n) ≤ t]− Φ(t)| = 0.

2. Define ρP = EP [cov(X,Y | Z)] and σP =
√
VarP (χP ξP ). Let P ⊂ E0 be a family of distributions such that

AfAg = oP(n
−1), Bf = oP(1) and Bg = oP(1). If in addition we have supP∈P E[|χP ξP |2+η] ≤ c, for some

constants c, η > 0, then

lim
n→∞

sup
P ′∈P′

sup
t∈R

∣∣∣Pr
P ′

[
T (n) −

√
nρP
σ′
P

≤ t
]
− Φ(t)

∣∣∣ = 0,

where σ′
P =

√
σ2
P + (

√
2ab·C
ε )2.

Proof. The fact that PrivGCM is ε-differentially private follows from Lemmas A.2 and B.6. Note that if the regularization
parameter λ is chosen adaptively based on the data, then obtaining the value of the constant C by plugging in λ might not be
ε-differentially private. This can be resolved by setting an a priori lower bound on λ, independent of the data, e.g., λ ≥ 1,
and plugging that lower bound to obtain C.

Item 1 follows from Theorem B.1 and Lemma B.6. Item 2 follows from Theorem B.3 and Lemma B.6

B.4 Auxiliary Lemmas

Lemma B.8 (Slutsky’s Lemma). Let An, Bn be sequences of random variables. If An converges in distribution to A and
Bn converges in probability to a constant c, then (1) An +Bn → A+ c, (2) An ·Bn → c ·A, and (3) An/Bn → A/c.

Lemma B.9 (Uniform version of the Central Limit Theorem (Lemma 18 of Shah and Peters [30])). Let P be a family of
distributions for a random variable ζ such that for all P ∈ P it holds EP [ζ] = 0, EP [ζ

2] = 1, and EP [|ζ|2+η] < c for
some η, c > 0. Let (ζi)i∈N be i.i.d copies of ζ. For n ∈ N, define Sn = 1√

n

∑n
i=1 ζi. Then

lim
n→∞

sup
P∈P

sup
t∈R
|Pr
P
[Sn ≤ t]− Φ(t)| = 0.

Lemma B.10 (Uniform version of the Weak Law of Large Numbers (Lemma 19 of Shah and Peters [30])). Let P be a
family of distributions for a random variable ζ such that for all P ∈ P it holds EP [ζ] = 0 and EP [|ζ|1+η] < c for some
η, c > 0. Let (ζi)i∈N be i.i.d copies of ζ. For n ∈ N, define Sn = 1

n

∑n
i=1 ζi. Then for all δ > 0 it holds

lim
n→∞

sup
P∈P

Pr
P
[|Sn| > δ] = 0.

Lemma B.11 (Uniform version of Slutsky’s Lemma (Lemma 20 of Shah and Peters [30])). Let P be a family of distributions
that determines the law of sequences (An)n∈N and (Bn)n∈N of random variables.

1. If An converges uniformly over P toN (0, 1), and Bn = oP(1), then An +Bn converges uniformly over P toN (0, 1).

2. If An converges uniformly over P to N (0, 1), and Bn = 1 + oP(1), then An/Bn converges uniformly over P to
N (0, 1).

3. If An = M + oP(1) for some M > 0 and Bn = oP(1), then An +Bn = M + oP(1).

4. If An = oP(1) and Bn = oP(1), then An +Bn = oP(1).

Claim B.12. Let (Wi)i∈N be i.i.d copies of W ∼ Lap(0, σ). Let Sn = maxi∈[n] |Wi|. Then E[Sn] ≤ σ(1 + lnn).

Proof. If Wi ∼ Lap(0, σ), then |Wi| ∼ Exponential(σ−1). It is a known fact that E[max |W1|, . . . , |Wn|] = σ ·H(n),
where H(n) is the harmonic number H(n) =

∑n
i=1 1/i. The claim follows from the fact that H(n) ≤ ln(n) + 1.

Claim B.13. Let A and B be random variables and p > 1. Then E[|A+B|p] ≤ 2p−1(E[|A|p] + E[|B|p]).
Claim B.14. Let W ∼ Laplace(0, σ). Then for n ∈ N we have E[|W |n] = n!

σn .

Proof. This claim follows from the fact that |W | ∼ Exponential(σ−1).
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C Proofs of Section 3

Lemma 3.2. (Sensitivity of the score function). For all c ∈ [0,m], the values Qc (Definition 3.1) have sensitivity at most
∆T , and the score sk(c,D) has sensitivity at most 1.

Proof. Let {Ti}i∈[0,m] be the values of m+1 queries of sensitivity at most ∆T on a dataset D. Let {T ′
i}i∈[B] be the values

of the same queries on a neighboring dataset D′. Let Q0, . . . , Qm (respectively Q′
0, . . . , Q

′
m) denote the values {Ti}i∈[0,m]

(respectively {T ′
i}i∈[0,m]) sorted in decreasing order.

We show that |Qc −Q′
c| ≤ ∆T for all c ∈ [0,m]. Fix some c ∈ [0,m]. Suppose by contradiction that |Qc −Q′

c| > ∆T .
Consider the case when Qc > Q′

c. Then Qc > Q′
c +∆T . Let Abovec = {i ∈ [0,m] | Ti ≥ Qc}. Define Above′c similarly.

Then, for all i ∈ Abovec, we have

T ′
i ≥ Ti −∆T ≥ Qc −∆T > Q′

c, (14)

where the first inequality holds since the values Ti have sensitivity at most ∆T , the second inequality holds from i ∈ Abovec,
and the last inequality holds from our assumption by contradiction. Thus i ∈ Above′c, and as a result Abovec ⊆ Above′c.
Moreover, for j such that T ′

j = Q′
c we have that j /∈ Abovec since it does not satisfy (14). Therefore |Above′c| > |Abovec|,

a contradiction.

For the case when Qc < Q′
c we obtain a contradiction by a symmetric argument. This concludes the proof on the sensitivity

of Qc. Next, we bound the sensitivity of the score function. We have,

|sk(c,D)− sk(c,D)| ≤

∣∣∣|Qc − Tk| − |Q′
c − T ′

k|
∣∣∣

2∆T
≤ |Qc −Q′

c|+ |Tk − T ′
k|

2∆T
.

We just showed that |Qc −Q′
c| ≤ ∆T . Since the queries Ti have sensitivity at most ∆T , we also have |Tk − T ′

k| ≤ ∆T . We
obtain that |sk(c,D)− sk(c,D)| ≤ 1 for all neighboring datasets D,D′.

Lemma C.1. (Sensitivity of T ). Consider two neighboring datasets D = (X(0), . . . ,X(m),Y,Z) and D′ =
(X′(0), . . . ,X′(m),Y′,Z′). For j ∈ [0,m], let Tj = T (X(j),Y,Z). Define T ′

j analogously. If |yi|, |y′i| ≤ 1 for all

i ∈ [n] and |r(j)X,i|, |r′
(j)
X,i| ≤ 19 for all i ∈ [n], j ∈ [0,m], then |Tj − T ′

j | ≤ C ′, where C ′ = 4 · (1 +
√
2√
λ
+ 2

√
2

λ3/2 + 2
λ ).

Proof. Suppose that D and D′ differ in the last row. In the following, we assume that j ∈ [m] is fixed. To ease notation, we
remove the superscript (j) from all r(j)X,i, r

(j)
Y,i and R

(j)
i . Since we know E[X | Z] exactly, we have rX,i = xi−E[X | Z = zi]

for i ∈ [n], j ∈ [m]. Then for i ∈ [n] we have

|rX,i − r′X,i| = |(xi − E[X | Z = zi])− (x′
i − E[X | Z = z′i])|.

If i ∈ [n− 1], then xi = x′
i and zi = z′i, so that |rX,i − rX,i| = 0. For i = n, we have |rX,n − rX,n| ≤ 2 by the triangle

inequality and since |rX,n| ≤ 1.

Let c1 = 2+ 2
√
2√
λ

and c2 = 8
√
2

λ3/2 + 8
λ . Turning to the residuals of fitting Y to Z, by the same argument as in Lemma B.6 we

have, for all i ∈ [n− 1],

|rY,i − r′Y,i| ≤
8
√
2

λ3/2n
+

8

λn
=

c2
n
.

For the last datapoint it holds

|rY,n − r′Y,n| ≤ 2 +
2
√
2√
λ

+
8
√
2

λ3/2n
+

8

λn
= c1 +

c2
n
.

Additionally, |rY,i| ≤ c1/2 for all i ∈ [n].

We can now bound the sensitivity of the residual products Ri = rX,irY,i. For i ∈ [n− 1], we have

|Ri −R′
i| ≤ |rX,i|||rY,i − r′Y,i|+ |r′Y,i||rX,i − r′X,i| ≤

c2
n

+ 0.

9The bound of 1 can be replaced by any constant.
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For i = n we have

|Rn −R′
n| ≤

(
c1 +

c2
n

)
+

c1
2
· 2 = 2c1 +

c2
n
.

Finally,

|Tj − T ′
j | =

∣∣∣ n∑
i=1

Ri −
n∑

i=1

R′
i

∣∣∣ ≤ n∑
i=1

|Ri −R′
i| ≤ (n− 1) · c2

n
+ 2c1 +

c2
n

= 2c1 + c2.

Theorem 3.6. PrivCRT is ε-DP and (γ, δ)-accurate for γ = 4∆T

ε log
(

m
δ

)
.

Proof. We first show that PrivCRT is ε-differentially private. The scores Ti, i ∈ [0,m] have sensitivity at most ∆T = O(1)
by Lemma C.1. Therefore, the scores si, i ∈ [0,m] have sensitivity at most 1 by Lemma 3.2. Finally, by Theorem 3.3 we
have that outputting ĉ is ε-DP. Therefore, PrivCRT is ε-DP. Note that if the regularization parameter λ is chosen adaptively
based on the data, then obtaining the value of the constant C ′ by plugging in λ might not be ε-differentially private. This
can be resolved by setting an a priori lower bound on λ, independent of the data, e.g., λ ≥ 1, and plugging that lower bound
to obtain C ′.

Next, we analyze the accuracy of PrivCRT. Let c∗ be the true rank of T0 amongst the statistics {Ti}i∈[0,m], sorted in
decreasing order. Then p∗ = (1 + c∗)/(m+ 1). Note that sc∗ = 0. By Theorem 3.3, with probability at least 1− δ, it holds

sĉ ≥ −
2 log(m/δ)

ε
.

As a result,

|Qĉ − T0| = −2∆T · sĉ ≤
4∆T log(m/δ)

ε
.

Let γ = 4∆T log(m/δ)
ε . The rank c∗ of T0 cannot differ from ĉ by more than Gγ , since Qĉ is within distance γ of T0.

Therefore, |p̂− p∗| ≤ Gγ

m+1 .

D Additional Experimental Details and Results

Example Dataset. In Fig. 6 we show one example dataset from our simulations. We fit a kernel ridge regression model of
X to Z. As can be observed, the model we fit matches E[X|Z] closely.

Implementation of Private Kendall and PrivToT. The implementation of PrivToT requires setting a parameter k for the
number of subsets into which the original dataset is divided. We use k = 10 for the experiments in Fig. 1. We additionally
experimented with k ∈ [20, 50, 100] and found that k = 10 performs the best in terms of type-I error. The implementation
of PrivToT was adapted from the implementation of Kazan et al. [18]. The private Kendall test works for categorical Z. To
adapt it to continuous Z we apply k-means clustering to Z to obtain 100 clusters. The implementation of private Kendall
was adapted from Wang et al. [39].

PrivCRT vs. PrivGCM. In Fig. 7 we compare the performance of PrivCRT with PrivGCM for different privacy parameters
ε ∈ [2−3, 23]. We set n = 104 and, for PrivCRT, m = 19. Both tests control type-I error, but PrivCRT achieves better power
than PrivGCM for all privacy parameters ε. Therefore, PrivCRT appears preferable to PrivGCM when dataholders have
access to the distribution X | Z. This result is consistent with the non-private scenario where the CRT has higher power
because it does not have to learn E[X | Z].

The Effect of Varying m on the Power of PrivCRT. In Fig. 8, we vary m, the number of resamples used in the CRT
algorithm and run our experiments for β ∈ {0, 0.5, 1.5}. We set n = 103 and ε = 2. Increasing m does not affect the
type-I error control of PrivCRT. However, we observe that the power of PrivCRT decreases as the number of resamples m
increases. This is due to the increase of the variable Gγ with m (see Definition 3.5). More specifically, for a fixed γ, as m
increases, T0 stays fixed, while the number of other statistics Ti within distance γ of T0 increases. Thus, the private test is
more likely to select a rank that is further from the true rank. It is an interesting open question whether the dependence on m
in the accuracy of a private CRT test is avoidable. For now, we recommend using m = O(1/α) when employing PrivCRT.
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Figure 6: Values of X and Z (after rescaling) of one sampled dataset from our simulations, with n = 1000, β = 0, s = 2,
d = 1. A kernel ridge regression model is fitted to the data. The model we fit closely matches E[X|Z].
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Figure 7: Power of PrivCRT and PrivGCM versus privacy ε.

Distribution of p-values Output by PrivCRT. In Fig. 9 we show the distribution of the p-values output by PrivCRT
for different dependence strengths β. We set n = 103, m = 19, and ε = 2. Under the null, i.e., when β = 0, the p-values
output by PrivCRT are uniformly distributed in the interval [ 1

m+1 , 1]. Thus, PrivCRT controls type-I error. When β > 0,
most of the p-values are close to α = 0.05, which is the desired outcome for PrivCRT to achieve power.
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Figure 8: Effect on the power of PrivCRT with increasing m.
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Figure 9: Distribution of p-values output by PrivCRT for different dependence strengths β under the setup in Section 4.
Under the null, i.e., β = 0, the p-values are uniformly distributed as desired.
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