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Abstract We study a combinatorial problem motivated by a receivésraed
model of TCP traffic from [7], that incorporates information both arrival times,
and the dynamics of packet IDs. An important component sfribdel is a many-
to-one mappings' B from sequences of IDs into a sequenceboffer sizesWe
show that: i) Given a buffer sequenBe constructing a sequenekeof IDs that be-
longs to the preimage a8 is no harder than finding matchings in bipartite graph.
i) Counting the number of sequencésf packet IDs that belong to the preimage
of B can be done in linear time in the special case when theresexisbnstant
upper bound on the maximum entry ih iii) This problem also has a fully poly-
nomial randomized approximation scheme when we have aamuingbper bound
on the number of repeats in the packet sequences in the greiMé also provide
experimental evidence that the two previous results suffiefficiently count the
number of preimages for buffer sequences observed in reRId&ta.

1 Introduction

Consider a sequence of TQRickets identified by an integer IDs, arriving at a
receiverin the network. The receiver delivers the packets tapplication layer
respectingracket sequence integrity other words, at every moment the sequence
of packet ID forwarded to the application layer must form at@uous sequence.
Network conditions can make packets arrive out-of-ord@tdfore out-of-order
packets need to be buffered. Several copies of the sametgackarrive, but only
one copy of each packet is useful (and will be stored, if ndpd#&e assume that
the receiver evicts a given packet from the buffer and passeshe application

** Corresponding Author



2 Hansson, Istrate, Kasiviswanathan

as soon as possible, i.e., as soon as this respects the gagkeince integrity
constraint.

For a given sequence of packet I3s= (A4,,...,A4,), defineFB(A) to be
the sequencéF By 1, ... F By ,) of sizes of the smallest buffer needed to store
all out-of-order packets. We will assume that the we resarsiet in the buffer for
any packet with ID smaller than the largest ID received saHat has not been
already uploadedncluding packets not yet receiveBor example, sequence of
packetst 2 3 2 1 is mapped onto the sequence of buffer sizdst 4 0.

While perhaps less natural from a combinatorial standpthig definition has
a natural interpretation in terms of the semantics of the p@&rRocol: When all
packets have the same paylgad’B is linearly related to the size of the advertised
window [13], p. 385,

AdvertisedWindow = MaxRcvBuffer — p - F'B.

where parameter MaxRcvBuffer is a constant. A second magivés presented in
the next section.

In this paper we address the issue of recovering sequénitem FB(A).
Specifically, consider a sequence of positive intedees { By, Bo, ..., B, }, cor-
respond to a potential buffer sequence. We are interestéasiralgorithms for
deciding whether there exists a sequercthat is mapped td3, and for recon-
structing such a sequenee= {4;, Ay, ..., A, }, if it exists. We will also con-
sider the problem of counting/sampling from the set of akkgible sequenced
that map taB. Our results can be summarized as follows:

1. We show (Theorem 2) that deciding whether there existekgbéD sequence
A satisfyingA = FB~1(B) and reconstructingl can be done in polynomial
time.

2. We consider the counting/sampling problem under a pghisestriction. We
show (Theorem 3) that if the maximum value B is upper bounded by a
fixed constant, counting packet IDs sequenddabat map toB (in particular
deciding whether any such sequence exists) can be doneeer lirme. The
special case is interesting since because even though erseof buffer sizes
may have many entries, the congestion control mechanisnCBfis likely to
keep each individual entry small.

3. As a second special case of the counting problem, we prdiideorem 6) a
fully polynomial randomized approximation sche(fggas) in the case when
the maximum allowed number of repeats is upper-bounded oy stant.

4. We provide empirical evidence that for every buffer semesB = FB(A)
occurring in some real-life TCP traces, the smallest ofé)ibhmber of repeats
in A, and ii) the maximum entry i®, is upper bounded by a small constant.
Thus, assumptions of Theorem 3 and Theorem 6 are realistic.

The problems we study (and the previous definition of buffee)sare moti-
vated by RESTORED a receiver-oriented model of TCP traffic introduced in [7].
For instance, the algorithm in Theorem 2 is the basis for tttwéing/decoding
mechanism of RSTORED Results in Theorems 3 and 6 can be used to generate
random samples from the preimagefof3, and for the estimation of the size of
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this preimage. In the next section we outline the approabimbdeResSTOREDanNd
present the precise definition 618, as well as its motivation.

2 Motivation

While most analytical models of TCP (e.g. Jaiswél. [8]) concentrate on mod-
eling the temporal aspects of the TCP connectiorss ®RED models the dy-
namics of packet IDs, in particular attempts to captoaeket reordering This
phenomenon has recently received significant attentidreinétworking literature
[1,11,14]. Bennettt al.[2] have shown that packet reordering is more widespread
than originally believed, and is increasingly becomingdiee to technological ad-
vances such as link striping and mobility.

RESTORED breaks the sequence of packet IDs into multipdgmentsand
maps ID sequences of these segments onto sequences ofsnisgwF B (de-
fined more precisely below). It then stores the histogranmudfielb sequences (for
the justification of this step see [7]) and uses it, togethién the algorithm from
Theorem 2 for regenerating segments of packet IDs of thenstnacted tracel’ B
is precisely defined as follows:

Definition 1 Let A = {A, Ao, ..., A, } be a sequence of packet IDs. We define
the F'B as an operator that after receiving a packét at time index;, outputs the
difference between the highest IEH ) seen so far and the highest I@;) that
could be uploaded.

FB(A;)=H; — L. 1)

In other words,F'B is the size of the smallest buffer large enough to store all
packets that arrive out of order, where the definition of sizeounts for reserving
space for unreceived packets with intermediate IDs as viakbuffer sequence

B associated with a sequence of packet IDs is simply a timessef F'B values
computed after each packet has been received.

The precise reason for defining mappifAd@ lies in the fact that we want to
guarantee that regenerated sequence of IDs corresponding segment is equiv-
alent to the sequence of IDs of the original segment. Thenati equivalence we
use is motivated via the following example: Assume that gackived packet is
acknowledged, and consider the following two packet ID seges: 4 2 2 3 1
and 4 2 3 2 1. Both these sequences trigger identical ACK resgsp namely 1 1
115, i.e., we arrive at the following two mappings:

42231 —11115, )
42321 —11115.

Neglecting possible differences in the value of the congestindow, the two
ID sequences should be regarded as semantically equivalent

1 Assuming that all packets have identical payload, we cari@nmacket IDs rather than
byte IDs.
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Definition 2 Two sequences of packétsand( are behaviorally equivalerit they
yield the same sequences of ACKs.

This is not guaranteed under the ordinary notion of buffee ¢see [6] where
the same problem is investigated under this notion). Fomgka, returning to
example ( 2), behaviorally equivalent sequences in ( 2) ajepad onto the same
buffer sequence,

42231 —44440, 3)
42321—44440.

But under the notion of buffer size they would be mapped tiedéht sequences

4223112230, @
42321 -12330.

3 Preliminaries

TCP guarantees to deliver an ordered packet stream to tHieatjgm layer and
needs to buffer packets that arrive out of order. Consefyyéim received packets
can be classified into two types: those that could be immelgigtassed to the
application layer, and those that have to be temporarilighed. In ( 2), packets,
3, and2, are temporarily buffered, and the buffer cannot be flusheill packetl

is received. A received packet that can flush the buffer isdapivot packetAll
packets appearing in order are trivially pivots.

Definition 3 Let B = {By, Bs, ..., B, } be a sequence of integerB. is a valid
buffer sequence if there exists at least one packet ID seguen- {A1,..., A}
such that

1. A contains exactly one pivot packet, which is the last packet.
2. B=FB(A).

Definition 4 Given a sequence of packets 1D%;, A, ..., A,,) (displayed in the
order they were received), packéf is arepeaif there exists < j with A; = A;.

We use standard graph theoretic notations throughoutidip#per the graphs
are always bipartitér = (11, V,, E') and undirected. Denote hbi(v) the degree
of vertexv and by N (v) the set of neighbors af. We will employ a generalized
matching problem (@ATCH). The input to GIATCH is a bipartite graplz =
(Vh, Va, E). Solution to GMATCH on input instance> are specified by a set of
edgesF’ C F, such thaf’ is incident on all vertices df; andVs. In addition we
require the property that no two edgesifare incident on a single vertex Ir}.
ForA CV,46(A) denotesthe sk € E : e has one end il and the other end in
V' \ A}. Formally, we can define BATCH(G) as:

Definition 5 Consider a bipartite graple: = (V1, Va, E). GMATCH(G) contains
all setsE’ C E, such that for allv € V3, we havelE’ N é(v)| > 1 and for all
v € Vo, we havdE' No(v)| = 1.
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GMATCH can also be formulated as a variant of theatching problem [12]. It is
also self-reducible (solving an instance of sizeeduces to solving one or more
smaller instances) since, for an arbitrary eflgev) € E,u € V1,v € V5, we can
represent

GMATCH(G) = GMATCH(GT)U{M U {e} : M € GMATCH(G™)}

where G~ is the graph obtained by deletingfrom G, and G the graph ob-
tained by deleting the vertexwith all its incident edges. A consequence of the
self-reducibility of GuATCH and the following theorem of Jerruet al. is that
uniformly generating a single I@TCH solution is no harder than approximately
counting solutions:

Theorem 1 (Jerrum et al. [10]) LetR be a self-reducible relation ove¥_ and

kg a constant such that, for all pairgr,y) € R, |y| = O(|z|*?). If there exists
a polynomial time-bounded deterministic approximate ¢eufor R within ratio

1 + O(n~"r) then there exists a polynomial time-bounded uniform genefar

R.

In Section 5 we will use results on the complexity of probleawpressed in
Monadic Second Order Theoon instances of bounded treewidth. The notions of
tree decompositioand treewidthwas introduced by Robertson and Seymour in
their work on graph minors [15].

Definition 6 A tree decomposition of a grapi = (V, E) is a pair ({X;,i €
I}, T = (I, F)) with {X;, i € I} a collection of subsets &f, andT = (I, F') a
tree, such that:

1) Uier Xi = V.
2) Forall {v,w} € E, thereis an € I withv,w € X;.
3)Forallv e VT, = {i € I|v € X;} forms a connected subtree’Bf

Thewidth of a tree decompositiois maxc|X;| — 1. Thetreewidth ofG is the
minimum width of a tree decomposition@f

Second order logic is the natural language of graph theoy,raost graph
theoretic concepts are definable in them. A more detailedrigi®n about the
expressive power @fIS, can be foundin [5].

Definition 7 The syntax of the second-order monadic thédi{s- ) includesv, -,
A, variables for vertices, edges, set of vertices, set of edpe quantifiers/, 3
that can be applied to these variables, and five binary refeti

1) v € V, wherev is a vertex variable and’ is a vertex set variable.
2) e € E, wheree is an edge variable and’ is an edge set variable.

= W

adj(u,v), whereu, v are vertex set variables and they are adjacent.

)

)

) inc(e, v), wheree is incident onv.

)

5) Equality for vertices, edges, sets of vertices, and setdgé®
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In Section 6 we provide fully polynomial randomized approximation scheme
for counting ID sequences when the number of repeats is kaliog a constant.
The formal definition of fpras is:

Definition 8 Let f be a function from some skt of inputs to natural numbers. A
fully polynomial randomized approximation scheme fads a probabilistic algo-
rithm which when given an input € >~ with an accuracy parameter € (0, 1]
outputs a random numbe¥ s.t.

Pr(1—e)f(x) < X < (1+e)f(x)] > 3/4

and runs in time polynomialifx| ande . The success probability can be boosted
to 1 — ¢ for any§ > 0 by outputting the median é¥(log 6 ') independent trials.

4 Decoding of Buffer Sequences

In this section we give a polynomial time algorithm for inthag buffer sequences.
That is, given a sequence of integdss we would like to decide whetheB is

a valid buffer sequence, and if this is the case, find an ievdrs= FB~1(B).
Our result is actually stronger: we give a parsimonious cdda from our prob-
lem to that of finding MATCH solutions in certain bipartite graphs. A technical
assumption we will employ is that repeated packets that baem uploaded to
the application layer are discarded. This is a sensiblenggon that mirrors TCP
behavior. Furthermore, the packets are uploaded as soassible. We prove the
following theorem:

Theorem 2Let B = (B, Bo,. .., B,,) be a sequence of positive integers. Then
there is an algorithm running in tim@(n°/?) that decides whethé? is valid and
constructs a ID sequencé € FB~!(B).

4.1 Decoding Procedure

To guide the inverse mapping we construct a decoding tablaanew row is
appended to the table each time a new elemem® is processed. The rows are
numbered in order, starting &tThe columns are also numbered and they represent
the packet IDs, which we try to decode. Entries in the tabdenaarked in one of

the following four ways:

R if the packet has bedReceived but not uploaded.

N if the packet hadlot yet been received.

U if the packet has already be&iploaded.

— Pif the packet couldPossibly have been received in this stage or earlier.

We also construct a bipartite graph{B) = (141, V», E). Nodes inV; are labeled
by the IDs? whereas the nodes W, are labeled by the time stamps (rows). At

2 Throughout this paper noderepresents node labelédComparison between nodes is
actually comparison between their labels.
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AssumeBy = 0

1) For each index in the buffer sequence
a) If B; > B;_1 thenV; =V U {Hz},‘/z =WVU {Z},E =FU {(H“’L)}
b) If B; = Bi_1 thenV, =V, U {7,}
C) If B; < B;_1thenV; =V; U {Li—l + 1},V2 =WVU {Z},E =FU

U{(Lifl + 17i)}'
2) Foreveryv € I\ Vi,doVi = Vi U {v}.
3) For everyv € V; and everyv; € M(v),doE = EU {v,v1}.

Table 1 FunctionTransforn{B)

the end of procedure, the nodeslix will thus be{1,2,...,n}. In the decoding
table we use row — 1 as a template for rowwith some changes. After each row
is appended, we make a decoding decision by evaluating ftegnWe call the
set of rows for which decisions can be madeSometimes we cannot make any
decoding decision and the set of such row§'is

Both H; and L; are nondecreasing sequences. Our algorithm keeps track of
them. In the cases whdB, either increases or decreases we can infer the 1D of the
received packet3; > B;_; implies thatH; increases an#$; < B;_; implies that
L; increases. In general, the paif;, L;) is

(Li—1+ B, Li—1) if B; > B;_1,
(Hi, L) = < (Hi—1,Li—1) if B; = Bi_1,
(Hi—1,Li—1 + B, — B;—1) if B; < B;_1.

We define a functiofransform(Table 1) that produce&(B) from B. The idea
behind each step in functiciransformis:

1la) For rowi the newly arrived packet I}, is markedR. All entries between
H;_1 andH; — 1, are markedN. We add: to the se(C.

1b) No decision is made. We mark all candidate |52 to H;) in row i with
P. We add a hodéto V5. We addi to the setC.

1c) The newly arrived packet; ; + 1 causes all packets with IDs in the interval
[L;—1+2, L;] to be uploaded to the application layer. All IDs[i; 1 + 1, L;]
are markedJ. We markZ; + 1 asN. We update the previous rows by changing
any L; + 1 markedP to N. If the packetL; + 1 has already been received we
have a contradiction, and the sequeitis invalid. We add to the seUC.

2) Without loss of generality we assume that packet IDs starhft. Definel to
be the set of all integers ifi, H,,]. For all IDsv € I \ V; we add a new node
vto V.

3) We finish the construction of/(B) by defining for all node® € I, the set
of verticesM (v) C V4 (could be®) that satisfies the following conditions: i)
nodes inM (v) haveP in the vth column of the decoding table. ii) nodes in
M (v) have their corresponding rows @. For nodesy € V; we add edges
betweernv andM (v). The idea is that se¥/ (v) represents the stages at which
a packet labeled could possibly arrive.
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PID STAGE

5 1 Stage/PID| 1 |2 |3 |4 |5 |6

5 ) 1 NI N|N|N|R
2 N| P |P|N|P

8 E 3 N P |P|N|P

1 4 4 UlUJU[N]U

. . 5 UIU|U|N]|JUJR
6 UUJU[N]|P]| P
7 UlU|jUJU|U]| U

4 0\. 6
7
Fig. 1 The bipartite graphG between packet IDs and row stages fé& =

{5,5,5,2,3,3,0} with a single G1ATCH solution shown in bold. The decoding table con-
structed duringlransformis on the right.

Figure 1 illustrates the described procedure. Considelia baffer sequence
B. Let T be the function from the set of al = {A,,..., A,} mapping toB to
the set MATCH(G(B)) defined as followsT maps ID sequencd onto the set
of edgesT'(4) = {(4;,9)},i=1,...,n.

Lemma 1 FunctionT is well-defined and bijective.

Proof. To show thafl" is well-defined it is enough to show tha{ A) belongs to
GMATCH(G(B)). Everyv € V4 is incident to exactly one edge ifi(A) by the
construction of this set. On the other hand, since last paxdk is a pivot all IDs
in V4 appear inA. This shows thal’(A) € GMATCH(G(B)).

T is injective because any two distinct Packet ID sequencald yiifferent ele-
ments in GMATCH(G(B)). Also, every element’ in GMATCHG(B) has as pre-
image a Packet ID sequenee = {A4;,...,A,}, whereA4; is the node inV;
matched to nodéc V5 in I O

Proof of Theorem 2 By Lemma 1 the existence of a packet sequetteequiva-
lent to the GIATCH(G(B)) # 0. If |V4| > |V2| then QUATCH(G(B)) = 0 andB

is an invalid sequence. Therefore, assume [Higt< |V|. Compute a maximum
matchinglV for G(B) w.r.t. toV;. If GMATCH(G(B)) # () thenV covers all the
vertices inV;. On the other hand, given such a maximum matciinghat covers
all the vertices inV;, completel to an element of ®ATCH(G(B)) by match-
ing any unmatched node i, with one of its neighbor. Using Hopcroft-Karp
maximum cardinality matching algorithm for bipartite ghapgives the required
running time.

5 Counting Packet ID Sequences with Bounded FB
The complexity of the algorithm in the previous section isnilvated by the com-

plexity of solving a GMATCH problem in the bipartite graph. The running time
can be reduced when tlféB size is upper-bounded by a constant, and in fact in
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this case one can alsmuntthe number of sequences mapping to a given buffer
sequence. We use a result from Courcelle, Makowsky and Rjcon the com-
plexity of counting solutions of &1S. definable problem for graphs with bounded
treewidth. We prove the following theorem:

Theorem 3If the maximum entry in buffer sequenBe= {B;, B, ..., By} is
bounded by, counting the number of sequencésatisfyingA = FB~1(B) can
be done inO(n).

We first show that if the maximum entry is bounded by a constatiten the
bipartite graph has a treewidth at mest 1. This bound ofc implies that the
number ofP in each decoding row is also at mastwhich implies that for all
v € Va,d(v) < c. Atree decompositioi = (I, F') with a treewidth at most+ 1
is constructed. Figure 2 represents tree decompositiagr(fBr) from Figure 1. We
start by proving a simple property abauit B) required for proving our results.

Lemma 2 LetG(B) = (V4, Va2, E) be the graph produced by Transform for buffer
sequences. Letl,, andr, denote the neighbors ofc V; with smallest and largest
labels, respectively. Then for evetye V; such that, < k < r, eitherk € C
andv € N(k),ork € C andv ¢ N (k).

Proof. If a packet is marke® in some stage, it remains mark@dh the following
stages until we are sure that we have uploaded it. Also, drepdcket has been
uploaded it is never markd@lagain. The packet ID is markedP between stages
I, + 1 andr,. If k € C, thenk € M (v) which implies that there exists an edge
betweerv andM (v). However, ifk € C, then it should correspond to a row where
a decision was made awdk) = 1. Thereforep ¢ N(k). O

Lemma 3 Let the maximum entry i be bounded by a constantThen the cor-
responding grapltZ(B) = (V4, Va2, E) has treewidth at most+ 1.

Proof. We create a tre& in the following manner. For every nodec V, we
create a node id;. LetI = {I1,I,...,I,}. Define setsX; of Definition 6 as
X,; = {i} U N(z). The node sef fulfills the first two conditions for a tree decom-
position. We assume elementsihare sorted. We add tree edges of the following
types:

Type I: For any consecutivej € C,i < j, add an edge betwedpand ;.

Type lI: Foreveryi € C, j € C add an edge betweénandl; if: a) N (i)N\N(j) #
@andb)Fornd’ € C,i < k' < j.

To show the constraint 3 in Definition 6 holds, let us concaeton a node € V3.
Each node inV (v) is assigned to a different nodelh We now show that nodes in
N(v) form a connected component. From Lemma 2, for evely < k < r,, ei-
therk € C'implyingv € N (k) ork € C implyingv ¢ N (k). The case ¢ N (k)

is not relevant for ensuring the connectivity of the Bgt= {i € I|lv € X;}. So
we assumé < C. We use induction ovet to show thatl;, andI;, are connected.
For the base cage= [, + 1 we have either a Type | or Type Il edge betwden
and I, depending on whethéy belongs toC or C. In the inductive hypothesis
let us assume thal, and I, with ¥ € N(v) form a connected component. In
the inductive step we go fromto & + 1 < r, and we again have a Type | edge



10 Hansson, Istrate, Kasiviswanathan

Fig. 2 The tree decomposition ¢f (B) from Figure 1. The seX; is displayed inside each
node with the top line representing nodes/inand bottom line representing nodeslin
The bold edges are Type | edges.

¢(E") = IViTValpart(V, Vi, Va) A bipar(E’, V1, V2) A match(E’, V1)
Amatch(E', V2) A matchl(E', V)] where:

part(X,Y,Z)=Vo e X[(weY)V@weZ)A(-(veY)V(ve 2))]
bipar(F,Y,Z) =Ve € F, Jv; € Y, vy € Z[inc(e,v1) Ainc(e, v2)]

match(F,Y) =VYuv1 €Y, Je € Flinc(e, v1)]

matchl(F,Z) =Vvs € Z, Ye1, ez € Fl(e1 = e2) V (minc(er, v2) V —inc(ez, v2))]

Table 2 Formulation of G1ATCH asMS;, formula ¢

betweenl;, andly, . Therefore, we ensure that the constraints are satisfieadlfor
v e V. O

We now formulate ®ATCH problem as atMS, formula¢ (Table 2). We use
lowercase letters for vertices or edge variables and upperetters for variables
representing a set of edges or vertices. We then use thevinfjacheorem from
Courcelle, Makowsky and Rotics [4] showing that countingofMS- definable
problem can be done in polynomial time for graphs with bourtdeewidth.

Theorem 4 (Courcelleet al.[4]) Let C be the class of graphs which is of bounded
treewidth k’. Then eachMS, definable counting problem (given k) can be
solved in timec,: - O(|V| + |E|), wherecy is a constant which depends only
on¢ andk’.

Proof of Theorem 3 From Lemma 3 we know tha¥(B) has a tree decomposi-
tion with treewidth at most + 1. From Table 2 we know that IBATCH problem
can be formulated as aviS; formula. Using Theorem 4 we complete the proof.

6 Counting Packet ID Sequences with Bounded Repetitions

In the previous section we have seen that in certain instaone can actually
count sequenced satisfyingA = FB~1(B) in linear time. Results of Jerrum
et al.[9] and the following recent improvement of Bezakaitaal. [3] provide an
fpras for the number of perfect matchings in a bipartite grap

Theorem 5 (Be&kow et al. [3]) For all ¢ > 0, there exists a randomized ap-
proximation scheme algorithm to approximate, within a éadtl + €), the num-
ber of perfect matchings in + n-vertex bipartite graph in time(n” log*n +
nSlog®(n)e2).
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1) For every solution; = {a1,...,a, |} of X do:
a) ConstrucG.
b) Repeat Qlog(|4p(n)|)) independent trials of the fpras for perfect matchings
(Theorem 5) orG™.
c) Let Z;, be a random variable denoting the number of perfect matshing
outputted for trialc. Find the mediar¥,,, over all trials.
d) DefineW ) = Z,,, /([T a;!).
2) Compute the estimatd’ = > (),
Table 3 Algorithm for Obtaining an FPRAS:

Given this result, and the connection with matching prolslentlined in Section 4,
we expect that our problem of counting all ID sequences asah fpras. We only
prove this in a special case (and leave the general case gsearpmblem). By
the construction in Section 4, the differenég| — || corresponds precisely to
the number of repeats in any sequentevith A = FB~!(B). In this section
we obtain an fpras for counting the number afi& cH solutions in any bipartite
graphG = (V4, V, E) assuming thatls| — |V;] is positive and upper bounded
by some constant. From Lemma 1, this implies an fpras for tiogisequenced
satisfyingA = FB~1(B). We prove the following theorem in this section.

Theorem 6LetG = (V1, V2, E) be a bipartite graph witl) < |V, —|V;| < ¢ for

a constant. There exists a fully polynomial randomized approximasicimeeme for
computing the size @MATCH(G). Consequently, there exists an fully polynomial
randomized approximation scheme for counting ID sequercsatisfyingA =
FB~1(B) if the number of repeats is bounded by some constant.

We first decompose the seMBTCH (G) into a polynomial number of subsets
S1,.+,Spn)- Then for each such subsg} we construct a bipartite graph(*)
such that the cardinality of s&}, is a constant multiple of the number of perfect
matchings in bipartite grap&*) (with easily computable multiplicity constant
cr). For each graplz(*) we use Theorem 5 to approximate the cardinality of
the setS), with errore. Finally, we will add up all the estimates, obtaining an
approximation of the size of BATCH (G) with error at most. The algorithm for
obtaining an fpras is described in Table 3. We solve a fewrtieelh problems to
show we have an fpras:

— Each estimator is only guaranteed to be correct with praibhaht least 3/4. To
make sure that the sum of the estimators is correct with [mibtyeat least 3/4,
we amplify the correctness probability from 3/4 to- (4p(n))~!. A union
bound argument then shows that the probability that nond@famplified
estimators is incorrect is at lea&t4. The desired amplification can easily be
accomplished by repeating the procedure for each estirhatotp(n)) times
and taking the median.

— We want to make sure that the total running time of the alborits upper
bounded by a fixed polynomiah(n, 1/¢). To be able to guarantee this, it is
enough to show that the running times of all the procedureapproxima-
tively computing the cardinality of all sefs; is uniformly bounded by a fixed
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polynomialg; (n, e~1). One can then takgy(n,e~t) = p(n) - qi(n, e 1) +
¢2(n), whereg, (n) is the overhead for constructing the bipartite gra@h's, . . .,
GP(™), calling the correspondingn) estimator procedures, and adding the re-
sults.

The decompositioninto sess, . . ., S,,) is accomplished in an intuitive way:
every element in ®ATCH(G) is guaranteed to contain exactly one edge incident
on all vertices inl;, and at least one edge incident on all verticegjinFor every
vertex inj € V; we therefore associate a variablee Z*. Assume w.l.o.g. that
{1,...,|V1]} is the set of nodes ii;. We define a set of linear equatiof’s

Ty 4T+ Fxpyy = [V =0 owith 1T <2y <d(v), Vo, € Vi (5)

The number of solutions t& is polynomial inn if |V2| — V4] is bounded
by a constant. Le{si,...,s,,)} denote the set of solutions t&. Given any
N € GMATCH(G), let Ex denote the edges selected by For everys; =
{a1,...,a)y,}, defineS; to be the subset of BATCH(G), s.t. for everyN € S;
we haveld(v;) N En| = aj, Yu; € V4. The size of MIATCH(G) is just the sum
of the cardinalities of setS;, where the sum ranges over all solutionstf For
every value of = 1,..., p(n) we construct a new bipartite gragh? as:

Construction ofz™ for solution instances; = {a1,...,av, } of X :

G = v v ED). setv{? = V4. Forallj € Vi adda; number of
nodes{ji, ..., ja, } tO Vl(i) and to each of them add the same edges that were
incident on vertex in G.

Since forG® we have|V1(i)| = |V2i)|, the problem ®IATCH reduces to finding
perfect matchings (RATCH).

Lemmad4lets; = {ai,as,...,apy, } be a solution instance t& as defined
above forG, with G as its corresponding graph instance. Then

|PMATCH(G®)|
(T2 a)

wherePMATCH(G?) is the set of all perfect matchings G(®).

|Si| =

Proof. Let P be any element from the seMBTcH(G@). In G®, V) equals
V5. Also, by ensurind < z; < d(v;), Vv; € V4 we guarantee thaf; C Vl(z) and

E C EO. For every edge of typgj, k) € E we havea; number of edges if(")
from {j1,...,ja,} to the same: ¢ VQ(”. As P is a perfect matching we know
that only one among thesg edges could be selected. Therefore, for every edge
of the form(j;, k), 1 <1 < a; we can selectj, k) for constructing a solution in
GMATCH(G). Hence,P satisfies that for alb € V4, |[P N §(v)| > 1 and for all

v € Va, |[PNd(v)| = 1 and thereford® € GMATCH(G). Also, P € S;. Therefore,
everyP has a pre-image if;.

Assume|PMATCH(G()| > 0. Fix a matching of nodes\” \ {ji,...,Ja,}

in G). Now consider thes;! perfect matchings that are created by matching
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{J1,---,Ja, } to the remaining unmatched nodes. All thesé perfect matching
solutions result in the same solution $. Taking the product over all € 1}
proves the result. O

Lemma 5 The estimatoiV (Table 3) is an(1 + €) approximation for the size of
GMATCH(G) with probability at leasB/4.

Proof. The size of MATCH(G) is just the sum of cardinalities of sefs, where
the sum ranges over al(n) solutions. If for fixede and for alli = 1,...,p(n),
W is an(1 + ¢) approximation fotS;|, thenW gives an(1 + ¢) approximation
for the sum. By union bound the probability of this happenat leas8 /4. O
Proof of Theorem 6. From Lemma 5 we know thd¥” gives an1+¢) approxima-
tion for the size of mATCH (G) with desired probability. We have a construction
algorithm with time complexity uniformly bounded in polymaal in n. We apply
log(4p(n)) times the estimator from Lemma 5 and take the median. Thamgnn
time of Step 1 of the algorithm for evedy= 1, ..., p(n) can be uniformly upper
bounded by a polynomiaf; (n,e~1). Let the polynomials(n) be the overhead
for constructing the bipartite grapl®™®, ..., GP("), calling the corresponding
p(n) estimator procedures, and adding the results. The totaimgriime of the
algorithm to obtain an fpras jgn) - q1 (n, e~ 1) + g2(n).

7 Experimental Validation

In this section we provide experimental evidence that tesolSections 5 and
6 suffice to efficiently count the number of preimages for nimgfer sequences
observed in real TCP data. To test this, we used five sets ofti@@Bs (Trace 5,
7, 8, 9, 10) collected during August 2001 at the border roafehe Computer
Science Department, University of California, Los Angdléd€LA). The set was
obtained by the UCLA Network Research Lab. Each trace, aunthover 15
million packets, was analyzed and buffer sequences werputad.

For every buffer sequend® in the given trace, we find the maximum buffer
size, i.e. the largest entry iB (M F B(B)). Figure 3a) shows the distribution of
M FB(B) for Trace 9. It can be seen for more than 93.10% of buffer secpe
the M FB(B) is less than 10 and for 99.97% of the buffer sequences it §s les
than 100. For Trace 9, Figure 3b) display6F B(B) against the total number
of repeats TN R(B)) for every buffer sequencs8. In Table 4, we summarize
our results for different traces. The results provide ena#efor our claim that
MFB(B) is a small constant for almost all sequences. They also shatithie
largest of min{/ F B(B),T N R(B)) over all buffer sequencds is upper bounded
by a small constant.

8 Conclusions
We have studied the complexity of a combinatorial problentivated by a model

of the TCP protocol that incorporates information on packetamics. The prob-
lem amounts to finding preimages of a many-to-one mappiBgthat transforms
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TOTAL NUMBER of REPEATED PACKETS (TNR)

R

10° 10

‘MaximUm FB “MaxiMum FB

(@) (b)
Fig. 3 a) Distribution of theM FFB(B) in Trace 9. b)M F B(B) againstl'N R(B) for
each buffer sequend8 in Trace 9.

Trace % of B with % of B with Max. over allB
MFB(B) <100 | MFB(B) < 10 | of minM FB(B),TNR(B))
Trace 5 99.97 95.95 20
Trace 7 99.95 95.76 10
Trace 8 99.97 95.67 30
Trace 9 99.97 93.10 30
Trace 10 99.99 98.72 10

Table 4 Results on Maximun¥' B and Total Number of Repeats. The last column indicates
that the maximum over mia{ ' B(B),T N R(B)) is practically a small constant.

sequences of packet IDs into buffer sequences. Our resuts that deciding
whether the preimage df B is empty, constructing an element of this preimage,
or counting the number of such elements can be done in polightime under re-
alistic assumptions. Deciding the complexity of the congtiersion in the general
case remains an open problem. We believe that this probléaizomplete.
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